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Abstract replica servers, by monitoring the group membership, as it
The paper addresses the problem of dynamic configur- is the alternative model d§1S[2].

ation management of highly available services. In partic-  The requirements for providing services in this envir-
ular, we are concerned with services that are provided by onment have initially been analysed in [10], whenep-
a group of actively replicated servers and are used by a lication protocolis proposed to meet a range of client re-
large, rapidly changing set of clients. In this system model, quirements, in line with th&tate Machina@pproach [17].
we propose a Replication Management Protocol to facil- That paper also introduces the problem of the dynamic
itate the dynamic configuration management of the server configuration management of the server gro@jynamic
group, while maintaining service state consistency. We ar- configuration managemerst necessary in order to replace
gue about the correctness of the protocol and report on failed server replicas, upgrade the server implementation

initial implementation results. by replacing existing servers, or change the (probabilistic)
_ availability characteristics of a service by adding/removing
1 Introduction servers to/from the group. The management is carried out

With the ever increasing introduction of computing sys- by anAvailability Manager6], which invokes a set of con-
tems in many aspects of today'’s life, availability of crit- figuration operations (in the form of special requests) to the
ical computing services becomes of great importance. Theserver group. The way that a manager interprets a policy
availability of a service is defined as the probability that into a set of configuration operations is not of our concern.
the service is provided correctly at a specific moment in  In this paper, areplication management protoca
time. Traditionally, availability is improved by employing presented to coordinate the effects of manager requests to
groups of redundant (replicagrversto provide aservice the replicated server group. The protocol facilitates the
[5]. In this paper, we address the problem of availability in dynamic configuration management of the group, while it
systems where a service is provided by a relatively small guarantees replica state consistency and causes minimum
and stable group of servers, and is used by a large, fairly (if any) interruption to the service provision.
dynamic set of “occasional” clients. This model is typical Existing research in the area [2, 11, 14, 13], does not ex-
of large, open distributed systems. Examples of applica- plicitly consider the problem of the configuration manage-
tions that comply to our model are name services for large- ment of the replica group. Even when dynamic reconfig-
scale distributed systems, switching-board services in tele-uration is addressed [2, 14, 13], it is restricted to failures,
communication systems, and file-system services providedjoins, and mergers at the group communication level; no
over wide-area networks. replica state consistency is taken under consideration. Fur-
It is not practical, in this environment, to consider cli- ther, Cristian and Mishra describe in [6] the internal con-
ents as special members of the group of replicated serverssistency constraints of an availability manager, but they do
asis itis suggested i%8IS[2]. Rather, we consider clients notaddress general replica synchronisation problems in the
as entities external to the group, in the sense that clientsdynamically reconfigured group.
cannot participate in replica state synchronisation in any ) ) )
way. We wish to permit transparent and dynamic replace- 2 Highly Available Services
ment of non-replicated servers by groups of servers. Con- We assume amasynchronousystem in the sense that
sequently, we do not assume client communication stubsprocessors do not own synchronised clocks, there are no
that are aware of replication, in contrast to systems like bounds on the time required for a process to execute a
Consul[14] andDelta-4[16]. Neither we assume client single step, and there is no known upper bound on mes-
stubs that install a communication channel with one of the sage transmission delay over the communication network.



Processes ardeterministic and exhibitcrash failure se- gard to theservice interfaceThe binding is parameterised
mantics. The communication networkuareliable(omis- with the replication protocolR_PROTQ used for the syn-
sion failures) and can deliver messages out of order; it sup-chronisation of the server replicas.
ports a multicast primitive. The system is augmented with Manager: Binds to and uses a service as a special kind
afailure detector{3] to circumvent the impossibility res-  of client. It can be considered as part of thenfigura-
ults for distributed consensus in this system model. tion management serviag the system. It carries out the
dynamic configuration management of services by invok-
ing special manager requeststrieve  _membership ,
add _server , remove _server . The availability man-
ager is highly available itself according to an ad-hoc policy
[5], e.g. active replication, with a server on every node of
the system.
As far as the service application consistency is con-
cerned, replicated service behaviour must be indistinguish-
VY 1 able from that of a service provided by a single server. This
manager service provisioninterface intuitior_1 is formaliged as thene-copycorrectness criteria
\ for replicated services. The other aspect of correctness has
to do with the processing of concurrent client requests. In
Oruser service @ "provide’ service T 'bind to” service the general case, all requests must be processed in an over-
all serialisable way. Taken together, the correctness criteria
can be expressed as the traditional notioara$-copy seri-
The system structure is organised according to an ex- a_tlisability (r_elat(_ad to message delivery rather than transac-
tended Client-Service model, as depicted in figure 1. The tiON €xecution, in our case).
basic elements are described in the following:
Service: Is atyped interfaceccepting client and manager 3 Protocol Layers
requests. It is composed of two sub-interfaces:sgevice Since servers are considered to be deterministic, there are
provision interface typed according to the request/reply two main events that must be synchronised among replicas,
messages from/to clients; ii) @vailability management S0 that one-copy serialisability is guarantejithe deliv-
interface related to the availability manager requests. Theery of client requests from the communication substrate to
servicereferenceis realised as a multi-destination (e.g. the application layer, ang) theoutput(including the reply
multicast) address. Aerver templatés bound to the ser-  to the client) produced by the application layer as result of
vice interface. The template is the program module of a processing a request. Without loss of generality, we con-
server and is resident on any system node the service apsider the output as equivalent to the reply to the client, for

clients

availability management interface

Figure 1: Extended Client - Service model.

plication may span. the rest of this paper.

Client: Binds to a service andisesit by sending re- _
guest messages to the service reference and by receiving Application
back replies. The client-service binding is type-safe with 1 b

regard to theservice provision interfacand the client-
service communication protocol; the latter is replication-
independent and implements either reliable or unreliable | @
communication. In any case, clients adopt a synchron- Group Communication Protocol
ous style of communication (RPC-like), in the sense that 1L

they wait blocked for a reply to their request. In this way, unreliable datagram + multicast primitives
inter-client causal consistency is respected, without hav-
ing to explicitly record and diffuse service-specific context
information (which would be against our transparency as-
sumption), as it is the case witlazy Replicatiorf11]. Figure 2: Structure of a replica server.
Server: Binds to a service angrovidest by delivering and
processing client requests sent to the service reference. Itis In order to address these problems, we follow the ap-
realised as a deterministic process. While processing a re-proach of [10], where a two-layer design is proposed. Spe-
quest, it potentially produces output including the reply to cifically, the service application is built on top oReplica

the client. The server-service binding is type-safe with re- Synchronisation Protocol (RSRyer. TheRSPlayer co-

Replica Synchronisation Protocol ‘

@

communication
substrate

(1) Reliable, Virtually Synchronous, Ordered Group Communication
(2) Unreliable communication: Clients/ Manager / inter-RSP




ordinates request delivery and output among replica serv-
ers by exploiting the properties ofzroup Communication
Protocol (GCP)layer.
3.1 The Group Communication Protocol layer

The functionality of GCP resembles the properties of
typical group communication protocols [15, 1, 18, 8] (no
membership changes considered yet):
GCP - Reliability. Validity: if a replica broadcasts a mes-
sagem, then it eventually delivera:. Agreement:if a
replica delivers a message, then all replicas eventually
deliverm. Integrity: for any message:, every replica that
deliversm, delivers it at most once, and only if some rep-
lica has previously broadcast.
GCP — Order. If any two replicasp andq in the group
deliverm andm/’, thenp deliversm beforem' if and only
if ¢ deliversm beforem'.

A part of the interface provided kyCPto theRSPayer

is shown in table 1.

e Gbcast( m): broadcastn to the group, in aeliable,
orderedway.

e Gdeliver( m): deliver the next message from the
group, according to the delivery properties of the protocol.

Table 1:GCPinterface.

3.2 The Replica Synchronisation Protocol layer

The interface of thdRSPlayer to the application is de-
scribed in table 2. The interaction between the clients (in-
cluding the manager) and tf&SPlayer of servers is im-
plemented using the basic communication datagram prim-
itives of table 3.

e RPCdeliver( m): deliver the next client request to be
processed by the application layer.

e RPCreply( m): send reply to the lastly delivered client
request.
e Rinstall _state( m): replication-depended hook—

install application state by unmarshalling; defined by
the application programmer according to the application se-
mantics.

Rretrieve  _state( m): replication-depended hook—
marshal application state inta; defined by the application
programmer.

Table 2:RSPinterface to the application layer.

Messages in our model consist of three fieldsn-d :

e send( m) : transmit message: to an explicitly specified
recipientp.

e receive( m): receive message sent through the com-
munication network fromn.id.sender.

e multicast( m) : an alias of the primitivesend( m) for
multicast target references; multicast messag® an ex-
plicitly specified recipient group.

Table 3: Communication primitives of the unreliable data-
gram.

tocol variables with the same name. When naming ambi-
guity is possible, we subscribe a variable with the name
(membership identifier) of the local replica. Specifically,
a replicap maintains the well known referengs of the
service group it belongs to. It also maintains a local view
of the membership set, in the form of an ordered list of
replica identifiers: view , = (idy,idy, ...,idy), where
p=id;j, 1 <j<n.

Clients transmit messages to the service reference,
which are interpreted by the communication network into
unreliable multicasts to th&SP layers of all replicas.
Every replica that receives request(figure 3) buffers it
locally, in a data structuneeq _buffer . A unique replica
is, then, decided to take the onus for synchronising the de-
livery of m in the group. The decision is made by each rep-
lica individually by applying a “deterministicbnusfunc-
tion:

Definition 3.1 A functionoNus(m.id, view ) is an ac-
ceptable onus function when: for any two repligaand
g of a service group withiew, = view, andmy.id =
my.id,
ONUS,(my.id, View ) = ONUS,(mg.id, view 4) =r,

wherer € view , (andr € view ;).

Example: ONUS(m.id, view ) = returnp : p = id;
where id; € view (idy,ids, ...,id,) and i
m.id.sender modlengthfziew )

/* RSP — Replica */
uponreceive( m) do
if m.tag = “client request” then
storem in req _buffer ;
if ONUS(n.id, view) = pthen
my = {tag :="client request”, data :=m.id};
Gbcast( m);

Figure 3: Receiving a client requestRER

the unique (in the system) message id realised as a pair

<sender _id, seq _no>; m.tag : indicating the mes-

sage typem.data the actual data field of the message.
Each replica'sRSPlayer executes the same algorithm.

Thus, theRSPlayers of different replicas have local pro-

The single replica for which oNUs,(m.id, view ,) =
p generates a synchronisation messagewith m,.tag =
“client request” and m,.data = m.id. m, is broad-
cast in a reliable and ordered way to the group using the



Gbcast() primitive of GCP (figure 3). The delivery  that implements the reliable RPC channel, on the service
of m, from GCPto RSP(usingG.deliver() ) indicates side. It maintains a data structuesy _record to record

the logical time at which the corresponding client request the id of the last request of any potential client, so that du-
m must be delivered fronfRSPto the application (figure  plicate requests are detected. The receipt of a duplicate is
4). If some replicas have missed (or not yet received)  considered as retransmission from the client, and the buf-
they detect that, and require its retransmission from the restfered reply (if any) to the original request is retransmitted
of the group (replicas that have received and buffered it). by the replica decided to take the onus at this logical time.
This interRSPcommunication does not have to be reliable; For a more detailed description of the delivery and output
the replica that misses keeps re-multicasting the require-  coordination algorithms, the interested reader is referred to
ment untilm is received. The replica which would take the [10].

onus form may also miss it. For this reason, a replica with From the way that output is coordinated among replicas
a bufferedm expires, if no relatedn, is delivered from usingGCPs primitives, we conclude that another correct-
GCP within a timeout period, and re-multicasts to the ness criteria foRSPis the following:

group.

RSP-2. If some replicaglelivera client request, theex-

/* RSP — Replica */ actly onereplica is decided to commit the output of
upon Gdeliver(  m,) do the request.
if mg.tag = “client request” then
if m : m.id = my.data & req _buffer then The intuition behind the introduction of the two correct-
do ness criteridRSP-1landRSP-2is that, in the case of static
m.» = {tag :="retrns.req”, data :=my.data}; group membership, they trivially satisfy one-copy serialis-
multicast(  m.,) t0gs; ability. It is easy to prove th&RSP-1andRSP-2are satis-
while timeoutand until receive(  m) ; fied by the presented replication protocol, using the prop-
storem inreq _buffer ; erties of theoNus function.
RPCdeliver(  m);
if ONUS(n.id, view) = pthen 4 Group Reconfiguration
enable replica’s output fon; The dynamic reconfiguration of the server group is due to
Figure 4: Delivering synchronisation messages f6GP. two reasons. On one hand, system changes like processor

failures, process crashes, or system partitioning are all real-
The reliability and order primitives of the delivery of ised ageplica crashe#n our model. On the other hand, the
m, from GCP are used to guarantee the reliable and manager operatiomemove _server andadd _server

ordered delivery of the corresponding client requesto also cause reconfiguration of the group. Group configur-
the application layer. Therefore, the main correctness cri- ation changes should not violate the service application
teria for the delivery of requests is: consistency, as it is expressed by the two correctness cri-

teria above. The main difficulty to cope with this require-

ment stems from the inherent asynchronous nature of the
events that cause the reconfiguration (being either system
changes, or manager requests). We require that all these

TheRSPlayer also coordinates the output of the server €VeNts are interpreted in some pseudo-synchronous way in
group. At the logical time of the delivery of an, from r_espec_t to the other group activity. In particular, e_xll recon-
GCP, and when the client requestis delivered to the ap- ~ figuration events must be reflected on memberstepin-
plication, theoNus() function is employed again. This stal!atlons, mRSP,_ according to avirtually Synchronous
time, it is used to decide (according#e.id) on the rep- ~ €nvironment provided b&CP.
lica p which will take the onus of sending the reply to the ~ Membership changes IBCP are interpreted into spe-
client, whenRPCreply()  is called by the application. cial “view” messages delivered to the layer above, as part
In that case, only will actually transmit the reply. Every ~ Of the message up-stream. On delivery of a view message,
replica (includingp) buffers the reply, in a data structure RSPinstalls the corresponding membership view. Virtual
out _buffer , for potential future retransmissions. Synchrony is defined in terms of the following delivery

When reliable client-service communication is re- rulesforGCP.
quired, the reliable-RPC communication stub of the client GCP — Virtual Synchrony: 1) All correct replicas deliver
(the same as in the non-replicated case) retransmits a rethe sameotal orderof views. 2) Any two replicas that de-
quest, if no reply is received in some timeout period; it also liver two successive viewsg andv; 1, deliverthe same set
detects duplicate replieRSPaccommodates functionality  of messages im;. 3) A message igleliveredonly within

RSP-1. If atleast one repliceeceivesa client request, then
exactly oneaeplica is decided to synchronise the de-
livery of the request in the group.



the view in which it isbroadcast. manager. The others will be discarded as duplicates.

_ The first clause, above, refers to tReimary Parti-  payoue Server. If the received manager request is a
tion Group Membershi@pproach [2] followed inGCP. remove _server message, then the replipahat has to

This.approach is considergq to be more generic, since NOhe removed callGleave() (figure 5). The latter trig-
application-depended partition merging protocc_)ls have to gers a group membership agreement inG@P layer. As
be supported. In the case of dynamically changing groups, 5 yeqit GCP delivers a view message to all the remaining
two more functions of th&CPinterface are of interest to members, which excludes(possibly among others) from
our design—see table 4. the group (figure 7). This message is used to install a new
local view on any surviving replica p itself waits blocked
for Gleave() toterminate. Therefore, no client requests
e Gjoin(  grey) @ join the specified group. are delivered, in the meanwhile, to the application layer of
Table 4: Extende@CPinterface. p. On terminati‘f)n, thé_&SPlay(_ar o”fp sends a reply to thg
manager, and “commits suicide” on behalf of the replica
server.

e Gleave() :require removal from the group.

5 Replication Management Protocol

In this section, we proposeraplication management pro-
tocol for RSR which handles configuration management
requests by exploiting the virtual synchrony properties of

/* RSP — Replica */
uponreceive( m) do
if m.tag = “manager req—remove serveten
if m.data = p then/* | am to be removed! */

GCP. We present the three modules of the protocol, one wait for Gleave() ;

for each manager operation, and we argue that the two cor- Mrep = {tag := “removal OK"};

rectness criteri@SP-1andRSP-2are still satisfied. send( myep) to m.id.sender; [* manager */
For clarity, we do not consider replica crashes in the EXITQ ;

description of the protocol. However, crashes introduce

problems equivalent to those presented in the case of the

remove _server request. The only difference is that rep-

lica crashes are detected and agreed up@QR. They are Add Server. Theadd _server manager request is mul-

reflected on view messages delivered fr@@P, as is the ticast to all the system nodes where the server template

case with any manager originated configuration change. resides. Using the dynamic component instantiation prim-
Manager requests are received and handled in a wayitives of our system model [12], the request triggers the

similar to that of client requests. We assume a reliable instantiation of a new replica server on the specified node.

communication channel established between the manageAs part of the instantiation procedure (figure 6) of R8P

and the replicas (as it is described in the previous section).layer, theGjoin()  method ofGCP is called paramet-

However, for clarity, we do not explicitly present reply buf-  erised with the service reference (as specified by the bind-

fering, duplicate control, and retransmissions, in the fol- ing of the template). The latter triggers a membership

lowing discussion. Unless otherwise stated, the term “rep- agreement protocol iGCP.

lica” is used, in the next paragraphs, to refer to RfeP As aresult, a view message specifying the new member

layer of a server. is delivered to all replicas including the newcomer (figure

7). On delivery of this view, a single repligaamong the

old members of the group is decided to take the onus of

sending to the newcomer a message with the current (i.e.

in the “context” of the view message) service state. This

message, denoted,;,;., has a data field with two parts:

1) The application stateof replica serverg retrieved

in a way intrusive to the application layer, by calling

Rretrieve  _state()

2) The necessanRSP layer state: the contents of

out _buffer , and the set of ids of the ladgeliveredre-

e. duest of every client recordedirq _record

req _buffer , does not have to be sent; any buffered mes-

sages are detected as “lost” by the newcomer on delivery of

the related synchronisation message fré@P, and they

1see, for example, thBtrong Virtual Synchronousiodel of [9]. are required from the groupn.. is transmitted to the

Figure 5: Manageremove _server request.

Retrieve membership view. In the simple case of the
manager requiring the current membership view, a single
replicais decided, usingNus(), to send back a reply with
the current view as perceived by this replica. Although
this view may not be the most up-to-date among all rep-
licas, it is still a consistent view. The manager can re-
trieve another view with a future request to the group (po-
tentially answered by another replica). No request has to
be delivered to the application and, therefore, no broadcast
throughGCPis required to synchronise replica activity. If
the group membership is changing concurrently to the r
guest arrival, then more than one replicas may decide to
send a reply. Only the first reply will be accepted by the




newcomer over the unreliable communication network.

/* RSP — Replica */

To executeRSRinstantiate(
wait for Gjoin(  gref) ;
0S = grefs:

Gdeliver(  m,);
view := m,.data;
if p not first member inview then
do
wait for receive(
if TIMEOUT then
my ;= {tag := “retransmit state};
multicast(  m) ;
while TIMEOUT and until received,;

Gref) :

mstate) )

R.install _state( mstate.data.appl_state) ;
req _buffer :=nNuLL;

req _record := msgtqte.data.last_ids;

out _buffer := mgtate.data.out_buf fer;

if p first member irview then

Rinstall  _state( NuLL);

req _buffer := NuLL;

req _record :=out _buffer := NULL;
myep := {tag := “addition OK"};

send( m..p) t0 manager;
enablereceive() ;

Figure 6:RSPinstantiation procedure.

WhenGjoin()  terminates in the new repliga the
first view message is delivered froBCP (it includesp it-
self) and is used to initialiseiew,. p's RSPlayer waits,
then, to receive the corresponding.¢.. Since, inter-
RSPcommunication is unreliable, the new replica may ex-
pire waiting onreceive()  and the retransmission of the

/* RSP — Replica */
upon G.deliver( m,) do
if m,.tag = “view” then
for all ¢ € my.data — view do/* p: newcomer */
if ONUSg@, my.data Nview ) = pthen
Rretrieve _state( mapp) ;
last _ids := {id of last delivered re}j
msiate := {tag := “state transfer”,
data := (mgppi,last _ids )};
storemstaqte in req _buffer ;
send( mstate) 10 q;
view := m,.data;
for all mreq inreq _buffer not delivered yetio
if ONUS{n,eq.id, View) = pthen
mgy := {tag := “client req”, data
Glbcast( my);

= Myeq.id};

Figure 7: View delivery fronGCP.

satisfies RSP-1 in the case of server removals.

Proof: Initially, assume thabneservers is removed, res-
ulting in the delivery of a view;;; = v; — {s}. Acli-

ent requestn. may arrive “concurrently” to the removal of
servers. Since, the arrival is asynchronous with respect to
the delivery of messages fro@CP, some of the surviv-
ing servers may receive before the delivery of;,,, and
others not. There are three cases to be considered:

Case 1:The leaving serves is decided (by those replicas
that receivedn) to take the onus afi’s delivery coordin-
ation inv;. Sinces is blocked onG.leave() , no cor-
respondingn, message is broadcast througGP. There-
fore, onus fom is re-evaluated whem; ; is delivered fn

is eventually received by all replicas, as explained in sec-

Mstate IS then required from the group (and this is repeated 10N 3). o _ o
until the message is received). The contents of the messagé-ase 2:0ne of the (surviving) replicas that receivedin
are used to initialise the application state of the new replica vi iS decided to take the onus, and broadcasts.aim v;.
server. This is done, again, in a way intrusive to the ap- According to property (3) of Virtual Synchrony, all surviv-

plication layer by callingR.install ~ _state() . RSPs
out _buffer andreq _record data structures are also
initialised fromms¢qze . If view, indicates thap is the first
member of the group, novg.. IS expected; application
andRSPstate are initialised with whatever is the default
initial value. Only when state initialisation has been com-
pleted, theRSPlayer of the new replica replies to the man-
ager and starts receiving client (and manager) requests.
The way that view deliveries fron&CP are used to

coordinate the effects of manager requests on the local

views of replicas is depicted in figure 7. In any case,
after the installation of a new vielRSP(of an “old” rep-

ing replicas delivern, in v; (before the delivery ob;11).
Eventually all these replicas deliver to the application in
v;. s does not do so, but we do not require uniform request
delivery anyway.
Case 3:0ne of the (surviving) replicas that do not receive
m in v; is decided (by those that receivein v;) to take
the onus. Nan, is broadcast in;, since the replica con-
sidered to have the onus ignores the existenee.obnus
for m will be re-evaluated, after the delivery of;, ; .

In all casesgexactly onereplica broadcasts a message
throughGCP to coordinaten’s delivery. It can be easily
proved by induction, that th&®SP-1is not violated when

lica) re-evaluates the onus for any non delivered requestsMore than oneserver removals are reflected in one view

in req _buffer

Correctness arguments
Proposition 5.1 The replication management protocol

delivery fromGCP. a

Proposition 5.2 The replication management protocol
satisfies RSP-2 in the case of server removals.



Proof: If one or more servers are removed from the group in
view v;, then according to Virtual Synchrony properties (1)
and (2) of GCP, all replicaRSP are delivered,; (spe-
cifying the removed servers) in the same logical time (i.e.
in the same “position” in the delivery stream frd&@CP).

both joining andleavinggroup members. Therefore, the
results ofPropositions 5.1-5.4an be applied to conclude
on:

Lemma 5.1 The replication management protocol of fig-
ures 5-7, handles manager requests in a way that satisfies

The decision about output onus for a request is done at theorrectness criteria RSP-1 and RSP-2.

logical time of the delivery of the related, from GCP. At
this logical time, the local views of all replicas are equival-
ent, and according to the properties of theus() func-
tion they conclude at the same single repjic® take the
onus. Ifpis, in the meanwhile, removed, no reply is sent to
the client; this is equivalent to lost reply. If the client im-
plements reliable communication with the service, it will

request the retransmission of the reply in the future; ex-

actly one replica will be decided to take the onus for reply,
in whatever is the membership view at that time. There-
fore, it can be easily shown thRSP-2is satisfied in the
case of one or more servers leaving the group. a

Proposition 5.3 The replication management protocol
satisfies RSP-1 in the case of server additions.

Proof: A client requesin may arrive “concurrently” to the
join procedure of a new replica In particular, some of
the existing servers may receivein v; (before delivering
vi+1 that reflectss), whether others not. There are three
cases to be considered:
Case 1:0One of the replicas that receiwe in v; is decided
to take the onus of broadcasting a#y for m. According
to Virtual Synchrony property (3), all replicas deliver,
in v;. Therefore, all “old” replicas eventually receive and
deliverm in v;. The id ofm is recorded inm gt .last_ids
sent tos. No decision has to be made forin v;; .
Case 2:The replica that is decided, in, to take the onus
does not receiven in v;, and nom, is broadcast irn;.
Responsibility forn will be re-evaluated in; 4.
Case 3:The new serves receives (inv;;; that includes
itself) a client requestn that was received and delivered
by the “old” replicas irw;. s may also “believe” that it has
the onus fomn in v;41. Sincem was already delivered on
installation ofv; 14, it was included in théast.ids field of
mgate 10 s, and, therefore, recorded oaq _record ..
If a reply to m is buffered inout _buffer , then it is
retransmitted to the client.

In any caseexactly oneeplica is decided to coordinate
m’s delivery in the group anéh is delivered exactly once.

This result can be easily generalised for the case of more

than one concurrent server additions.

Following arguments similar to those &roposition
5.2, we can show that:
Proposition 5.4 The replication management protocol
satisfies RSP-2 in the case of server additions.
Concurrentemove _server andadd _server requests
fromthe manager are reflected on installation of views with

6 Discussion and Conclusions

A firstimplementation of the architecture presented in sec-
tions 3 and 5 has been completed witRiagis Regis[12]

is a programming environment aimed at supporting the de-
velopment and execution of parallel and distributed pro-
grams. It embodies a constructive approach to the devel-
opment of programs based on separating program struc-
ture from communication and computation. The emphasis
is on constructing programs from multiple parallel compu-
tational components which cooperate to achieve the overall
goal. The environment is designed to easily accommodate
multiple communication mechanisms and primitives.

The RSPand GCP layers have been implemented in
the form of configurable protocol stacks [18]. Two basic
principles were followed for the design of the protocols:
i) extensive layering, ani) data flow between layers ex-
clusively based onpcalls[4]. Deering’s IP extensions for
multicast [7] have been used for both the client access pro-
tocol (client - service communication) and the group com-
munication protocol.

Server addition and removal have a cost (latency time)
proportional to the internal server synchronisation (i.e.
group communication) cost. In the case of server crashes,
the removal cost includes the failure detection time which
increases the operation cost, but we do not consider this
case here. Some indicative performance results are presen-
ted in the following table (measurements done in our net-
work of SunsPARC IPxworkstations connected by a fairly
loaded ethernet):

management operation cogt # servers
(milliseconds) 2 | 3 ] 4
Server addition 12 21 36
Server removal 8 17 32

In the case of server addition, the group size indicates the
number of servers including the new one, whereas in the
case of removal it indicates the number of servers includ-
ing the leaving server. The times presented are average
measured times and dwt include the manager-service-
manager communication latency, which is approximately
2.5ms

The structure and subsequent reconfiguration of a rep-
licated service can be concisely expresseDanwin [12],
the configuration language used for structuring Regis pro-
grams. Client-service and server-service bindings require a



simple extension to the existing Darwin binding semantics.

The dynamic component instantiation facilities supported
by Darwin/Regis are used to create new server replicas
from the server template of a service. The replicated server

(6]

group can itself be managed as a single component when
it is incorporated into a larger system although we have [7]

not yet addressed all the problems of interaction between

server groups.
A direct performance improvement for the presented

replication protocol can be achieved when clients are aware
of replication and they establish a communication channel

with oneof the servers in the group (see [2] for a similar
client-access protocol). The main disadvantage of this ap- (9]
proach is that, in case of group reconfiguration (including
failures), responsibility for clients must be re-distributed in
the group, and clients must be informed about that.

In order to address this problem, we are considering [10]
the idea of providing clients witlveakly consistergroup

membership views. A client can use its own perspective

of the group membership as a “hint” for re-establishing

the communication path with the service, when its ori-
. . . : [11]
ginal “representative” server is detected (by the client) as

removed. It is only then that the client's membership in-
formation is updated. We are currently working on a con-

cise definition of this client access protocol, and we intent [12
to use it as the basis for the design of an alternative rep-

lication protocol. We would like to investigate how this

model scales, in comparison with our current design, and

what application classes it would be suitable for.
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