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Abstract warding its requests to the other servers (this is also called
an “open” group model). It is therefore claimed that the
The paper addresses the problem of client—service inter-problem of client interaction with the group is reduced to
action in the case of replicated service provision. Exist- typical one-to-one communication. The implementation of
ing systems that follow the State Machine approach con-the actual client—access protocol is left to the application
centrate on the synchronisation of the server replicas and programmer. These systems ignore the special problems of
do not consider the problem of client interaction with the client—service interaction in the case of dynamic reconfigur-
server group. Client interaction is analysed and a number ation of the replicated server group. The programmer has to
of access protocols are proposed to meet a range of clientmake sure, for example, that the results of a request persist
requirements. The paper demonstrates that protocols foron the service state despite service reconfiguration taking
the “open” group model—clients external to the group of place concurrently to the processing of the request. Thus,
servers—satisfy the requirements of the State Machine apsome of the replication concerns move to the application
proach, even when replication is transparent to the clients. algorithm of the client.
Experimental performance results indicate that the “open” In order to address these problems, systems like ISIS
model is clearly desirable when the service is used by a[1], Horus cLTSVR layer) [21], and Transis [14] follow the
large, dynamic set of clients. “closed” group approach: clients are members (or at least
special members) of the server group. In that case, the ap-
plication algorithms of the clients and the servers employ
1. Introduction group communication primitives which provide clear de-
livery semantics (atomicity, order) for requests and replies,
With the ever increasing introduction of Computing sys- even in the case of a dynamic environment. A|th0Ugh, this
tems in many aspects of today’s life, availability of critical approach caters for a straight-forward solution to the prob-
computing services becomes of greatimportance. The Statdéem of clients accessing dynamically reconfigurable replic-
Machine approach [20] is a general method for implement- ated services, its performance implications are not clear in
ing highly available services by means of replication; that the literature.
is, replicas of the servers providing the service are distrib- The paper addresses the problem of client-service in-
uted on different processors in a distributed system. Theteraction, in the case of replicated service provision. The
approach sets the requirements for both client—server interfundamental requirements for state consistency between cli-
action as well as inter-server coordination. ents and servers are analysed in section 2. Section 3 dis-
Existing research in the area has focused on the prob-cusses client-access methods for different system models
lem of inter-server coordination. A range of low-level tools and replication protocols. A replication protocol that con-
like clock synchronisation mechanisms, group communica-forms to the “closed” model is outlined, with emphasis on
tion protocols, and membership services are provided to thethe properties guaranteed to the clients. This protocol forms
application programmer to implement replica server syn- the basis for comparison with two instances of the “open”
chronisation. However, the problem of client interaction model: The first demonstrates a novel access protocol im-
with the server group is not explicitly addressed. plemented by a replication-related communication stub in
Most systems [15, 16, 11] assume that clients commu-the client. The second is a novel replication protocol that
nicate with one of the replica servers, and that the latter hides replication from the clients, at the price of higher re-
acts as the representative of the client in the group by for-sponse times. The protocols are evaluated and compared us-



ing experimental performance results obtained by a first im- systems where the membership of the replica server group
plementation in the system Regis [13] (section 4). The res-changes dynamically [10]. It states that, if output is pro-
ults show that the “closed” protocol is expensive, in terms duced by the service as a result of processing request
of response times and throughput, compared to either of thehen the results of persist on the state of the service. For
two “open” protocols. Section 5 summarises the results of example, consider the scenario according to which request
the paper and presents the conclusions. r of client ¢ is received and delivered by replica serger
of serviceS; the server processesand produces a reply
r" which is sent back te; after that,s crashes and because
of a combination of communication failures no other server
The State Machine approach is based on the assump® S has the chance to receive and delivgtheagreement
tion that a large class of service applications can be con-'éauirement does notapply, sincéas failed). As a result,
sidered deterministic: the state transitions and the output of "€ State of servicé does not reflect the results of request
a server (state machine) are completely determined by thd” @nd IS inconsistent with the state of clienfalthough the
sequence of requests it processes, independent of time opurViving servers have mutually ponS|stent_ stgtes). In thls
any other activity in the system. As a result, when server PaPer. we are concerned only with transmission of replies
replicas are introduced to improve availability, the main Pack to clients, a special case of service output.
non-deterministic event that must be synchronised among
them is the delivery of client requests. The State Machine 3. Client—Access Protocols
approach puts two requirements concerriimigrnal service
state consistendyO0]:

2. Providing Highly Available Services

For the discussion of the protocols, we assume a
message-passing asynchronous systéthe communica-
tion network exhibits omission failures; messages can be
delivered out of order and can be arbitrarily duplicated, but
there are no spurious messages generated. The network sup-
ports an unreliable multicast capability, realised as a con-
venient addressing mode. The system is augmented with an
unreliable failure detector [3] to circumvent the impossib-
ility results for distributed consensus in this asynchronous
environment.

We assume that clients use a service by means of a syn-
chronous (request-reply) communication primitive, like Re-
mote Procedure Call (RPC). Typically these primitives are
built on top of an unreliable datagram communication ser-
vice. Defining the exact properties of RPC is essential for
the design of the replication-related protocol modules in the
clients and the servers. In most cases, where RPC provides

. . . exactly-oncg?2] delivery guarantees, the operation of the
Uniformity: If a replica server produces the output related RPC end-points can be summarised to the following:
to a client request (e.g. reply to the client), then all '

correct replicas eventually deliver

Agreement: All non-faulty replica servers deliver the same
set of client requests.

Order: All non-faulty replica servers deliver the requests
in the same relative order.

As far as the overalystem state consistenisyconcerned,
two more requirements must be satisfied:

Causality: The delivery order of client requests must re-
spect their potential causal relations:

e requests invoked by a single client must be de-
livered in the order of invocation;

o if requestr of client ¢ could have caused the in-
vocation of request’ of client¢’, thenr must be
delivered before’.

¢ Client end-pointBuffers the last request until a reply
is received. Retransmits the last request, if no reply is
received within a timeout period. Detects duplicate/old
replies and discards them.

The Causality requirement is inherited from the case of
non-replicated service provision. In most cases, the cli-
ents adopt a synchronous style of communication wait-
ing blocked (interacting neither among them or with the
service) to deliver back a reply to their last request (e.g.
RPC). In that way, inter-client consistency is trivially guar-
anteed. When clients adopt an asynchronous style of inter-
action with the service and inter-client consistency is of im-
portance, then request messages must be time-stamped by
means of logical or physical clocks and these times must be

Server end-pointBuffers the last reply to a specific
client ¢, until the next request of is received. De-
tects duplicate/old requests: if the last request of client
c is received again, then the reply is re-transmitted; if
a request before the last efs received, then it is dis-
carded.

respected by the delivery order on the server side [12, 20].
The Uniformity requirement, which is not explicitly
stated in the State Machine approach, is of importance in

As discussed in the introduction, a main requirement for
every replication protocol, not met by all existing systems,
is to make replication transparent to the application layer.



The application programmers should not change the pro-3.1. The “closed” group model

gram of the client and/or server to cater for a specific rep-

lication method. We follow this approach, here, describing  As discussed earlier in the paper, systems like ISIS and
replication protocols that live in the communication sub- Transis favour a model where clients form a group together
strate of clients and servers. In the general case, the strucwith the servers that provide the replicated service. Serv-
ture of a replica server providing a highly available service ers maintain a consistent membership view of the service
and the structure of a client using that service are as depic<clients and vice versa. In that way, the delivery properties
ted in figure 1. of group communication protocols are exploited to satisfy
the requirements of the State Machine approach. Client

Client Server ; .
requests and replies from the servers are multicast to the
application application whole group—see figure 2.
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Figure 1. The structure of a replica server and a e

lient—th I . .
client—the general case Figure 2. The “closed” group model.

e Server: The communication substrate is augmentedprotocol 1: Clients members of the server group

with a Replication Protocolayer. The protocol re- We summarise here the basic elements of protocols for the
ceives and handles client requests. It synchronises“closed,, model [1, 21]. We describe a roEc)ocoI which is
request delivery amongst replica servers, in accord-. ' ) P

ance with the Agreement, Order and Causality require- implemented _in the c_ommunication substrate_ of (_:Iients _and
ments of the State Machine approach. Replica output:servers. Rephcat'lon |stranspgrgntto the apphca}mn—chent
is synchronised according to an output policy for the anc:_servgr aIgonthmg are St".l |mplemented llj.img the fng)ln
service—single output, in the case of benign failures. replicate hRPC primitives (eX|§t|ng systems, ('j.e ISIS.’ a:c
The Replication protocol does not add any properties, to meet the transparency requ_|rement). T € discussion fo-
like reliability, to the client—service communication. cuses on the guarantees provided to the clients, especially

The same communication primitives used in the non in the case of group reconfiguration (Uniformity). The main

replicated case (e.g. RPC server end-point) are alsoobjectlve is to compare the performance of this class of pro-

used on top of the Replication protocol. tocols with the protocqls of section 3.2. . . .
The structure of clients and servers is depicted in fig-

e Client: The communication substrate is (in the general ure 3. GCP stands for Group Communication Protocol. A

case) augmented with a replication related stub, which replication related protocol layer is placed on top of that,

implements the client-access protocol to the replic- filtering out messages (requests or replies) which are not of

ated service. Again, the non replicated communica- interest to a specific entity (client or server).

tion primitives (e.g. RPC client end-point) are re-used Binding: The client replication stub (filter) initiates a join

on top of the replication stub. procedure to the group. Thein primitive of GCPis called
parameterised with the group reference.

A main concern of every replication and corresponding Request deliveryA requestr transmitted through the cli-
client-access protocol is to satisfy the Uniformity require- ent's RPC end-point, is broadcast throu@&P and it is
ment in the case of dynamic system reconfiguration. Re-delivered to every member of the group, whether client or
configuration is due to two reasoriy:system changes like server. Howevery is let through the Replication Filter
processor failures, process crashes, system patrtitioiing; of only server members and it is delivered to the applica-
explicit management operation like removal and addition of tion through the RPC end-point. The Reliability and Order
servers that provide a service, instantiation or removal of properties ofGCP directly imply the Agreement and Or-
clients using a service. For reasons of clarity, we adopt theder requirements for inter-server synchronisation. Note that
primary partition model for the discussion that follows. No the causal order of typical group communication protocols
distinction is made between a failed and a partitioned (from would imply the Causality requirement, even if the commu-
the main partition) system entity. nication primitives used by clients were not synchronous.
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Figure 3. “Closed” group model—structure of cli-
ents and replica servers.

Service outputAs a result of processing every server at-
tempts to transmit a reply back to the sender dby call-
ing the reply primitive of the RPC end-point. Following
a single output policy, the Replication Filter of only one

server in the group allows the reply message to be actually

transmitted back throug&CP. The reply is discarded by
every member in the group (Replication Filter), except the
client that transmitted. A straight-forward optimisation
is for the server to uni-cast the reply to the client. In any

for potential retransmission in a new view. Requests can
be garbage collected as soon as they become stable in the
group (delivered to the replication module of every group
member).

3.2. The “open” group model

According to this model, the clients are external to the
group of servers. That is, servers do not maintain a consist-
ent view of the client set. The “open” model is suitable to
environments where a service is used by a large and fairly
dynamic set of short-lived clients, and is provided by a re-
latively small and stable group of long-lived servers (see
figure 4). Two sub-cases of this model are distinguished,
according to the requirements of the application classes:

client set

server group
O e

° e ©® @
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Figure 4. The “open” group model.

case, the reply is passed to the client application, which is 1. Clients are aware of replication; that is, they accom-

blocked on the RPC end-point.

Group reconfigurationTypically, GCP is required to ex-
hibit a Virtually Synchronous behaviour [1, 19]. The mem-
bership protocol oflGCP agrees on membership changes
which are delivered as memberskipwsto the layer above,
the Replication module in this case. Virtual Synchrony

guarantees that all correct group members deliver the same

total order of views and also deliver the same set of mes-

sages between two consequent views. Thus, servers reach

consistent decisions about responsibility for transmitting
replies.

The potential server failures introduce the following
problem related to the Uniformity requirement: a serwver
may deliver a requestfrom clientc, in some view;; then,
it takes responsibility for and transmits a reply back to
c. Immediately after that, it fails causing a view, ; to be
installed in the surviving group members. Ever deliv-
ers the reply’ back, Virtual Synchrony does not guarantee
that all correct (surviving) servers in the group deliven
v;. It does guarantee, however, thatiflelivers back its
own request- in v;1, then all correct servers in the group
also deliverr in v;. Thus, if a new view is installed on cli-
entc and there is a requestof ¢ which has been multicast
throughGCPbut not delivered back yet, then the replication
stub ofc re-multicasts- to the group. In other words, Uni-
formity is satisfied by buffering requests on the client stub

1Typically, Group Communication Protocols deliver messages back to
the sender, if it is a member of the group.

modate replication related communication stubs. This
is the case in small and homogeneous environments,
where clients can be linked to replication related stubs
for (potentially) improved performance.

2. Replication must be completely transparent to the cli-
ent [9]. This is typically the case in open distrib-
uted systems, where clients cannot necessarily be re-
programmed or re-linked to cope with replication. A
similar requirement stems in environments where we
wish to permit dynamic (on-line) replacement of non-
replicated servers by groups of servers, as part of the

system configuration management.

A client-access protocol and a corresponding replication
protocol are discussed for each of these cases.

Protocol 2: Clients aware of replication

Systems that adopt this model [15, 16, 11] focus on in-
ternal server synchronisation and consider the client-access
protocol as an application level concern. In the following
paragraphs, we outline the basic principles of these proto-
cols. We propose a generic client—access protocol which is
implemented by a stub in the client's communication sub-
strate. The stub co-operates with the Replication protocol
on the server site to meet the State Machine requirements.
Thus, replication is transparent to the application, even on
the client side. Figure 5 illustrates the structure of clients
and servers, for this protocol.



Server presented in section 2. For example, seweeceives re-

Client application questr from clientc, broadcasts it througBCP, delivers it
application T = B ! back, passes it to the application, and finally sends a reply
g E—— : 3 3 back to the clients then fails, and because of communic-

ation failures, no other server in the group deliveffsom
Replication GCP (note, that sinces fails, the non uniform reliability
! Stub ! ! Gep property of GCP does not guarantee that the rest of the

' : ‘ > roup delivers:). As a result, the states of the client and
[ emmmmmes ] b conice arelnconsistont
. . In order to achieve Uniformity, the client-access pro-
Figure 5. Protocol 2—structure of clients and rep- tocol stub buffers all the requests to the service, even after
lica servers. replies are received back for them. A requeit removed,
when the client learns thathas become stable in the group.
For this reason, replies must be piggy-backed with informa-
tion indicating the most recent request of the client that has
Binding: The client replication stub resolves the multi- become stable in the group (note, that if a requesta cli-
destination reference of a replicated service (e.g. by contactent is stable, then any previous request of the same client is
ing a name service) and binds to a single replica server. Thisalso stable in the group).

i _RPC ! i
! (client-end) | | Replication

Protocol

communication substrate

communication substr
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server acts as the representative of the client in the group.  In case of failure/removal of server the clients ofs
Request deliveryThe client transmits a requestto the detect this event (e.g. after a number of unsuccessful invoc-
single server replica it is bound to. The requestis re- ations) and re-bind to another sersé+this procedure is

ceived by the Replication ProtocdRP) layer of s, which initiated by the RPC protocol. Assume thais the last
then broadcaststo the group througlsCP (see figure 6).  request of client to the service, the invocation of which
Every server in the group (including deliversr to the resulted in detecting the removal ef(note thatc has not
application as soon as it is delivered fréBCP to RP. In received a reply te).

this way, the reliability and order properties@CPare ex- Because of the failure af the rest of the group may have
ploited to satisfy theéA\greemenaindOrder requirements of  lost some of the broadcastsofor may have not delivered
the State Machine approach, respectively. Reliable client-them by the time the view indicating the removal 0ofs
server communication is implemented by the RPC protocol. installed). That s, surviving servers may not be aware of the

Service outputfollowing a single output policy, th&P lastx unstable requests efto the service. Note, that due to
layer of only the representative serveactually transmits  the reliability and order properties @CP and because of
the replies to the requests of the synchronous style of communication of the clients, there
can be no “gaps” in the sequence of the missing requests.
Ci S S Ss For this reason, as soon@binds tos’, the client-access
r\‘ stub ofc re-transmits all the\ locally buffered requestdo
RP the service. Th&®Player of s’ handles all these requests as

N if they were received for the first time: it broadcasts them
t) \ Gep to the group, and they are delivered up to the application.
et 1 ver Letiver | ver Any duplicate deliveries (the first — «) are discarded by
[+ <sainos the server RPC end-point. (Even in the case that the original
\ ] requests broadcast byare eventually delivered in some fu-
ture view, the same case of duplicate delivery applies). Any
Figure 6. Protocol 2—message diagram (no group rgquests (the last) that are inde.ed Fjelivered for the first
reconfiguration). time, are processed by the ap_pllcatlon and replies are pro-
duced, which are then transmitted baclctoy s’. All (du-
plicate) replies are discarded at the RPC end-point ahd
only the reply to the last requesis actually passed to the
application.

Group reconfigurationThe design of the Replication Pro-
tocol requires a Virtually Synchronous behaviour from
GCP, in the case of group reconfiguration. Thus, servers
can reach mutually consistent decisions about the memberAn advantage of the replication related stubs on the client
ship of the server group and agree on the set of client re-side is that they can accommodate the algorithmic exten-
quests delivered within a VIeW.' 2In the general case, the set of messages considered unstable in the stub
E_Ven _then, server f_allurgs 'ntroquce the same problemsy . is a superset of the set ok requests being actually unstable in the
of violation of the Uniformity requirement, as the ones server group, i.eA > &.




sions required to allow clients with asynchronous commu- G St S Ss

nication primitives to interact with a replicated service. In o e
particular, the time-stamping mechanism describe in sec- m i
tion 2 (see the discussion about overall system consistency) . T occr
is extended to cope with multiple servers. An example of et ver
such a mechanism can be found in Lazy Replication [11], , et er .
where logical timevectorsare used to record the causal de- e
pendencies (as far as the service state is concerned) of client ekt | aek(iig)
requests and inter-client messages. P I

e |

Protocol 3: Replication transparent to the clients

The authors have proposed, in earlier work [9, 10], a Rep-  Figure 8. Protocol 3—message diagram (no group
lication protocol for the case where clients are not aware of ~ reconfiguration).

replication. We have shown that the State Machine require-

ments are met even in the case of dynamic reconfiguration

of the server group. The basic principles of the protocol are

discussed here. In particular, we stress the price for satiShronisation message, which references a requesthat
fying Uniformity without a replication related stub on the pag not been received By (lost or just delayed). In that
client site. The structure of clients and servers is depictedcgse s' requests from the group: at leasthas already re-

in Figure 7. ceivedr since it has broadcast the corresponding synchron-
Server isation message. In this way, the reliable broadcast pf

— is exploited to implement thAgreementequirement. Due
application to the unreliable nature of the communication network, a
Client £ server may “miss” a request for which it would be respons-
application 3 Repicaion 2 ible to mult!cast a synchronlsatlon message in the group.

A - / : L — '8 Therefore, if a serverkP receives a request (for which
g8, _RPC ! ! £ it is not responsible) and does not receive a correspond-
%%1 (cllentend) |, 3 cep ) ing synchronisation message for a timeout period, then it

///////////////////7%% re-multicasts the request to the grolj®? detects duplicate

requests: a duplicate of the last delivered request of a cli-
Figure 7. Protocol 3—structure of clients and rep- entis passed directly (without synchronisation) to the RPC,
lica servers. which handles duplicates as described at the beginning of
section 3 (reply retransmissions are filtered Ry in the
Binding: The client's RPC end-point binds to the service usual way—see below); any duplicates of earlier requests
reference. The type of the reference is transparent to theare discarded biRP.
end-point: it can be either a uni- or a multi-cast reference. ~ Since there are cases when client requests have to be re-
Request deliveryRequest- is sent to the service reference. transmitted to the group, request messages are buffered in
In the case of replicated service provision, the service refer-RP. A request- is garbage-collected, when it is known that
ence is a multicast address, anis transmitted (unreliable  r has been received by every serv@P( in the group. This
multicast) to all replica servers joining the specific multicast information is determined according to the stability of the
addressr is received at the Replication ProtocBIR) layer ~ corresponding synchronisation messagg:is stable in the
of replica servers. According to a distributed deterministic group, if its delivery (fromGCPto RP) has been explicitly
function on the group membership, a single senecides  acknowledged by every member; tR& layer of a server
to take the responsibility to synchronise the delivery of acknowledges the delivery ai, only after the correspond-
the group. In particulag generates a special synchronisa- ingr is received locally (see figure 8).
tion messagen, which references the unique id of and Service outputThe processing of a client request, at the
broadcasts, to the group through th€CP layer. application layer of a server, results in the transmission of
The delivery ofm, from GCPto RPin a server (includ-  a reply to the clientRPfilters the replies produced by the
ing s itself) indicates the logical time at whietmust be de-  application through the RPC end-point, and only one replica
livered to the application, through the RPC end-point; that actually transmits the reply for a specific request.
is, all servers deliver in the same order among other re- Group reconfiguratiortiere, too, the design é&tPrequires
guests, satisfying th®rder requirement of the State Ma- a Virtually Synchronous behaviour fro@CP, so that rep-
chine approach. Furthermore, serg¢émay deliver a syn-  lica servers reach consistent decisions for message stability




and output onus, even in the presence of server group reconversion of the system [17] incorporates a flexible commu-
figuration. However, in this case, it is not enough for servers nication subsystem, which facilitates the use of different
to deliver the same set of synchronisation messages withinprotocols according to the needs of the application (style
a specific view. A new server that joins the group in some of interaction, QoS requirements) and the system model
view v may take responsibility for the synchronisation of a (transportlayer). The system offers a range of built-in prim-
request, for which a synchronisation message has alreadyitives, but also provides programmers with a framework in
been multicast in a view earlier tharn(but has not been de-  which to develop their own models of interaction.
livered yet). To address this problemStrict variation of The cornerstone of the system’s design is the concept of
Virtual Synchrony [7] is required fron&CP. a message is  the protocol stack which has been proved to simplify the
delivered in the view in which it has been multicast. Thus, development of communication protocols with negligible
replica servers agree on the set of requests for which syn-overhead [8]. Every communication protocol, in Regis,
chronisation has been initiated (and completed with deliv- is realised as an aggregation of micro-protocols, each one
ery) in a specific view (see [10] for a more detailed descrip- implementing a sub-set of the overall functionality. Con-
tion of this problem). text independence and hence re-use is obtained by requiring
Even with a Virtually Synchronou6CP, the above al-  each micro-protocol to conform to an abstract interface. In-
gorithm for delivery and output synchronisation does not teraction between micro-protocols is exclusively based on
address problems of client—service consistency in the caseupcalls[4]. End-points which provide synchronisation with
of server failures. A scenario similar to that described in user-level threads are placed at the top of the stack, while
section 2 may occur. In order to guarantee Uniformity, the drivers which interact with the operating system (or the
RPlayer implements the following safety property: hardware) are placed at the bottom of the stack. Moreover,
the communication end-points define the interaction style
Safe output: Replica serves with the onus of transmitting  realised at the application level.
the reply for request, blocks the reply untit has been An established data path between two (or more) user-
received by every other replica in the group. level components is supported by compatible protocol
stacks at each participant. The stacks are instantiated as
part of the binding procedure and are initialised with the ref-
erences of remote end-points/protocols, when necessary (a
reference includes information necessary for every micro-

: . . ) protocol in the stack). Regis supports dynamic stack con-
in GCP. The case where fails while the reply is blocked struction at binding time. Further, it supports dynamic re-

is considered equivalent to communication failures; that is, configuration of protocol stack instances: that is, micro-

Messages can anyway be lost on the network. The Iatterprotocols can be introduced or removed at any time during
problem is solved by the RPC protocol.

Th tential blocki f th vt ission is th the lifetime of a binding. Stack construction and reconfigur-
_he potential blocking Ot the reply ransSmission 1S e -4y g implemented by means of protocol factories which
price to be paid for the luck of a replication related stub on

. L employ demand-loading of micro-protocol code modules.
the client. The performance implications of the safe output ploy g P

Safe output is also implemented by exploiting the inform-
ation for synchronisation message stability GCP—the
reply for request- can be transmitted as soon as the cor-
responding synchronisation messagghas become stable

property are discussed in section 4. Clienti Severk - ion
4. Protocol implementation and evaluation Baocs” -
Regisruntime
The protocols presented in this paper have been evalu- *
ated in the Regis distributed platform. The first part of this
section discusses the basic principles used for the imple-
mentation in Regis. The second part presents comparative - 2 E{mm;m N g STHE T S

performance results for simple test application programs.

L. . Figure 9. Protocol stack instances (clients and
4.1. Implementation in Regis servers) for Protocol 2.

Regis[13] is a programming environment aimed at sup-  The replication, client-access, and group communica-
porting the development and execution of parallel and dis- tion protocols presented in this paper have been all imple-
tributed programs. It embodies a constructive approach tomented in the form of collections of lightweight, re-usable
the development of programs based on separating progranmicro-protocols. An snap-shot of the protocol stacks em-
structure from computation and communication. The latest ployed by clients and servers for the case of Protocol 2



is depicted in figure 9. In the client, the RPC end-point requests/replies of 100 bytes); 2) the time for internal server
is placed on top of a micro-protocol layer implementing synchronisation.

the replication stub. In the case of Protocol 3 (no replic-

ation stub assumed), the same RPC end-point would be [ 2efems — o 2lems —
placed directly on top of the transport layer dispatcher (this § | REC REC
would be also the case for the client interacting with a non-

replicated server). On the server side, the corresponding
RPC end-point (again, the non-replicated primitive is re-
used) is placed on the top of a stack that consists of a Rep-
lication micro-protocol and a collection of micro-protocols
implementingSCP. TheRPmicro-protocol is the only part

of the stack to be changed according to the replication
model adopted. Th&CP stack is re-used in the substrate — —
of the clients, in the case of Protocol 1. The configurable
nature of the stacks has facilitated experimentation with dif-
ferent micro-protocol implementations (e.g. fotal order,
membershigreliability), in different environments and plat-
forms.
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4.2. Performance results Protocol 2 Protocol 3
(b) Requests/replies: 1 Kbyte

In the following paragraphs, we study the performance
of the current implementation of Protocols 1-3, in Regis.
The experiments have been contacted on a netwosk nf
SPARC IPX workstations interconnected by a loaded Eth- g regyits indicate that Protocol 2 provides, in general,
ernet consisting of multiple segments. The OS kernel haspaiter response times than Protocol 3 justifying earlier com-
been augmented to support Deering's IP extensions for Mulyants: ng reply blocking is required in Protocol 2 to guar-
ticast [5], which are directly mapped on Ethernet's hardware gnee Uniformity. However, the difference becomes smaller

multicast. IE multicast has been used'forrtéléable causal for large messages (even reversed for large groups). The
broadcastmicro-protocol ofGCP and, in the case of Pro-  raaq0n is that Protocol 3 uses small internal synchronisa-

Figure 11. Throughput results for the “open”
group model.

tocol 3, for the transmission of client requests. tion messages, which are independent from the request size;
on the other hand, Protocol 2 broadcasts the requests them-
© 100 © e selves among servers. The latter affects part 2 of the latency

2 Kbytes o

2 Kbytes -o:-

50

time (worse delivery times for larger messagesGiGP).

In Protocol 3, the size of the request affects only part 1 of
the latency time, which is a small percentage of the overall
latency.

E Figure 11 depicts throughput results for messages of
100 bytes and 1 Kbyte. Thiaroughputis defined as the

Latency (ms)
Latency (ms)

# servers # servers

Protocol 2 Protocol 3
total number of requests processed per second by the server
Figure 10. Latency results for the “open” group group. Due to the synchronous style of communication of
model. the clients, the throughput is inversely proportional to the

latency times, and Protocols 2 and 3 exhibit similar com-
Figure 10 presents the response latency for the two pro-parative performance as the one discussed above. Both
tocols of the “open” model. Thesponse latencig defined protocols provide better throughput for larger sets of cli-
as the time elapsed, in a client, between invoking a requestkents (more clients invoking concurrent requests) and smaller
to the service and receiving back a reply. For these measserver groups. The best results are recorded for the trivial
urements, the number of clients is double that of the serv-case of one-server group, where no internal synchronisation
ers; requests and replies are of the same size. The timess required. Both protocols scale well for large sets of cli-
reported here are average times calculated for static serveents. The performance results presented for Protocol 2 have
groups. No delay is introduced by the application layer of been obtained for an even distribution of clients to servers,
the servers. The latency time includes two parts: 1) the creating a favourable environment for this protocol.
time for client—server—client interaction (approx. @&or Figure 12 depicts the latency and throughput results



measured for Protocol 1. The results are plotted against thenormal service provision to guarantee a property that may

number of servers in the group. The total size of the group,

be violated in the (exceptional) case of server group recon-

including the clients, is shown in parentheses. Note that thefiguration. Another disadvantage of Protocol 3 is that client
number of clients is always double that of servers, as it wasrequests are multicast in the system, which may result in
also the case for Protocols 2 and 3. The performance ofsaturation of the network resources.

Protocol 1 is clearly poor, despite the fact we have used the  The performance difference of the two “open” protocols

optimised version where the reply is uni-cast to the client.

becomes less significant for large messages and large server

The large size of the group is reflected on higher delivery groups. This is because Protocol 2 must reliably multicast
times for requests. The results would be even worse, if weclient requests between server replicas, while in the error
considered frequent membership changes in an environmenfree case Protocol 3 does so only for small synchronisation

of dynamic, short-lived clients.
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Figure 12. Performance results for the “closed”

group model.

5. Conclusions

The paper has examined in detail three protocols for

messages.

Manethol[6] is a research system which also addresses
the problem of interaction between a group of replicated
servers and other entities in the system. In that case, output
delay is avoided during normal operation, by piggyback-
ing group output with information about the service history.
This information is diffused in the system according to the
causal dependencies of messages. On the event of primary’s
failure (a primary-backups replication model is followed),
the whole system is contacted by the surviving servers, to
reconstruct any lost part of the service state in a way consist-
ent with the rest of the system. This method also works for
pro-active service provision, or in the presence of internally
synchronised, non-deterministic events in the group. The
obvious disadvantage of the method is that the effects of
replication are exposed to the entire system. In our proto-
cols, replication concerns are kept local: just in the server

client access to a replicated group of servers. Protocol 19roup in Protocol 3, and to the service clients in Protocol 2.

resembles the main characteristics of the “closed” group

An earlier attempt to propose client—access protocols

model, which has been proposed by some existing systemghat are independent from the actual replication mechanism
as a way to guarantee client—service state consistency in th&as been made in the GRIP protocol [18]. GRIP focused on

face of system reconfiguration.

We have shown that the requirements of the State Ma-

chine approaclecan be satisfied by protocols that conform

the specific case of the “open” model, where clients accom-

modate replication related stubs; a protocol similar to 2 has
been proposed. However, the functionality of the client—

to the “open” group model, even in the face of dynamic @ccess protocol is not clearly separated from that of the

reconfiguration of the server group. A typical server replic-

replication protocol, especially in the case where “at-most-

ation protocol is augmented with a client-access protocol ®NC€" execution guarantees are required. Moreover, GRIP
to achieve client-service consistency in a way transparentdoes not address explicitly the problems of system consist-

to the application algorithm (Protocol 2). Uniformity is en-
sured by special client stubs buffering unstable requests.

ency in the case of reconfiguration of the server group.

The paper has demonstrated that open group client ac-

However, it is not always possible for clients to accom- Cess protocols are clearly desirable in an environmentwhich
modate replication related stubs. The paper proposes &upports large, dynamically changing client sets, and where
novel protocol for an environment where replication has to clients interact with the service through synchronous com-
be completely hidden from the clients (Protocol 3). We munication primitives like RPC. The closed group ap-
show that all the requirements of the State Machine ap-proach, supported by systems such as ISIS, Horus and Tran-
proach are met ensuring consistent states among clients an@iS, is more appropriate for applications where the servers
replicated service. To ensure Uniformity, the server group must maintain a consistent view of the client set (e.g. in-
must delay the client reply until the request becomes stableformation dissemination).

in the group.

The experimental results demonstrate that both protocoIsACkn0W|edgements

of the “open” model out-perform Protocol 1. Moreover,
Protocol 2 performs better than Protocol 3, in the general

The authors would like to acknowledge discussions with

case. The reason is that Protocol 3 delays replies duringour colleagues in the Distributed Software Engineering



group during the formulation of these ideas. We gratefully [15] S.Mishra, L. L. Peterson, and R. D. Schlichting. Implement-
acknowledge the EPSRC (Grant Ref: GR/J87138) for their
financial support.
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