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Abstract Most systems [22, 23, 18] assume that clients communic-
ate with one of the replica servers, and that the latter acts as
The paper addresses the problem of replicated service ptbe representative of the client in the group by forwarding its
vision in distributed systems. Existing systems that follow tfesjuests to the other servers (this is also known as the “open”
State Machine approach concentrate on the synchronisatiorgodup model). It is therefore claimed that the problem of client
the server replicas and do not consider the problem of clieiteraction with the group is reduced to typical one-to-one com-
interaction with the server group. The paper analyses client imunication. The implementation of the actual Client-Access
teraction and identifies a number of access protocols to m¢gsetocol is left to the application programmer. These systems
a range of client requirements and system models. The fgnrore the special problems of client—service interaction in the
per demonstrates that protocols for the “open” group model-case of dynamic reconfiguration of the replicated server group.
clients external to the group of servers—satisfy the requiremeft¥e programmer has to make sure, for example, that the res-
of the State Machine approach, even when replication is trangts of a request persist in the service state despite service re-
parentto the clients. Experimental performance results indicatenfiguration taking place concurrently to the processing of the
that the “open” model is clearly desirable when the service kequest. Thus, some of the replication concerns affect the client
used by a large, dynamically changing set of clients. The sind the server application program.

ation which pertains to Internet service provision. In order to address these problems, systems like ISIS
Keywords: Replication, Availability, Client-Server, Client[4], Horus CLTSVR layer) [28], and Transis [21] follow the
Access. “closed” group approach: clients are members (or at least spe-

cial members) of the server group. The application programs of
the clients and the servers employ group communication prim-
. itives which provide clear delivery semantics (atomicity, order)

1. Introduction for requests and replies, even in the case of a dynamically chan-

ging environment. Although, this approach provides a straight-

Our increased reliance on computing systems for many &ward solution to the problem of clients accessing dynamic-
pects of day to day life suggests that we should consider @ily reconfigurable replicated services, its performance implic-
creasing the availability of the services provided by these sydion is not clear from existing publications.
tems. The State Machine approach [27] is a general methodThis paper addresses the problem of client—service interac-
for implementing highly available services by means of replidon, in the case of replicated service provision. The funda-
ation; that is, replicas of the servers providing the service ar@ntal requirements for state consistency between clients and
distributed on different processors in a distributed system. Téervers are analysed in section 2. Section 3 outlines the assumed
approach sets the requirements for both client-server inter@gstem model and the design principles followed in order to
tion as well as inter-server coordination. keep replication transparent to the application layer. A Replica-
Existing research in the area has focused on the problentioh protocol that conforms to the “closed” model is outlined in

inter-server coordination. A range of low-level tools such agction 4, with emphasis on the properties guaranteed to the cli-
clock synchronisation mechanisms, group communication pests. This protocol forms the basis for comparison with two in-
tocols, and membership services are provided to the applisences of the “open” model (section 5). The first demonstrates
tion programmer to implement replica server synchronisatiannovel access protocol implemented by a special communic-
However, the problem of client interaction with the server growgtion stub in the client. Replication is kept transparent to the
is not explicitly addressed. application program of the client. The second is a novel Replic-



ation protocol that completely hides replication from the clients In order to achieve overadystem state consistenaye have
(clients do not accommodate special communication stubs)idantified two additional requirements. In the following defini-
the price of higher response times. The correctness of the gions, we consider service output as equivalent to the transmis-
tocols is formally argued against the requirements of the Staten of replies back to clients. The problems which need to be
Machine approach. The section is concluded by stressing #uglressed in the case of general service output are in principle
orthogonal nature of the access method used by the clients #redsame as the problems discussed here for replies.

the Replication protocol used in the server group. The proto-

cols are evaluated and compared using experimental perfofgausality: The delivery order of client requests must respect
ance results obtained by a first implementation in the Regis sys- their potential causal relations:

tem (section 6). The results show that only the “open” model
offers viable solutions to the problem of replicated service pro-
vision in large, open distributed systems, such as the Internet.
Section 7 discusses related work and summarises the results of

e If client ¢ invokes request and after that it invokes
request’, then replicap does not deliver’ unless it
has already delivered or p is faulty.

the paper. ¢ If requestr of clientc causally precedes [19] request
r' of clientc’, then replica does not deliver’ unless
2. Providing Highly Available Services it has already delivered or p is faulty.

niform Output :
The State Machine approach is based on the assumption Hwat P

a large class of service applications can be considered determ- Agreement: If replicap (whether non-faulty or faulty) de-

inistic: the state transitions and the output of a server (state ma- livers a request and the sender af is correct and
chine) are completely determined by the sequence of requests receives a reply fromp, then replicay eventually de-
it processes, independent of time or any other activity in the liversr, or g is faulty.

system. As a result, when server replicas are introduced to im-
prove availability, the non-deterministic event that must be syn-
chronised among them is the delivery of client requests. By
“delivery”, we refer to message delivery to the application. The
State Machine approach places two requirements on client re-
quests; with respect to preservinigpternal service state con-

sistency27]: The Causalityrequirements capture the semantics inherent
Delivery Agreement: If non-faulty replicap delivers request in non-replicated service provision. In most cases, clients ad-
r, then replicay eventually delivers or ¢ is faulty. opt a synchronous style of interaction with the service, await-
ing blocked (interacting neither among themselves nor with the
service) for a reply to their last request. In this case, the the
causality requirements are trivially guaranteed. When clients
adopt an asynchronous style of interaction with the service and
causal consistency among clients is of importance, then request
These two requirements imply that all non-faulty replicas deessages must be time-stamped by means of logical or physical
liver the same set of client requests and that they deliver thetacks and these times must be respected by the delivery order
in the same relative order. Moreover, a replica does not violate the server side [19, 27]. Throughout this paper, we are only
the order of delivery even if it is faulty. concerned with synchronous interaction primitives (such as Re-
The typical requirements for validity and integrity of requesnote Procedure Call—RPC) and therefore we do not make any
delivery, which apply to th@on-replicatedcase, are re-statedexplicit arguments about Causality.
as follows. The Uniform Outputrequirement, which is not explicitly
stated in the literature of the State Machine approach, is of im-

Delivery Validity: If non-faulty clientc transmits request, . . .
then some replica (whether correct or not) eventually de_portance in systems where the membership of the replica server

. ; ) group changes dynamically [16]Jniform Output Agreement
liversr, or there is no correct replica. ; ; . X
requires that, if output is produced by the service as a result of
Delivery Integrity (Uniform): If replicap (whether correct or processing request then the results of persist on the service
not) delivers a request thenp deliversr only once and state. For example, consider the scenario in which requeft
only if some client: has previously transmitted clientc is received and delivered by replica seryesf service
1Al the requirements presented here refer to client requests invoked tg'athe S?rver processesand prOduces a repby which I.S Se.nt
specific replicated service. By the term “replica” we refer to a replica server @ACK t0c; after that,s crashes and because of a combination of

that service. communication failures no other server$tas the chance to

Order: If replica p (whether non-faulty or faulty) deliv-
ers requests andr’, deliversr first and the sender
of r' is correct and receives a reply frgmthen rep-
lica ¢ (whether non-faulty or faulty) does not deliver
request’ unless it has already delivered

Delivery Order (Uniform): If non-faulty replicap delivers re-
questsr andr’ and delivers: first, then replicay (whether
correct or not) does not deliver requestunless it has
already delivered.




receive and deliver (theDelivery Agreemenequirement does partition model [26]. Thus, no distinction is made between a
not apply, sinces is faulty). As a result, the state of serviSe failed entity and one isolated from the main partition.
does not reflect the results of requesind is inconsistent with  We assume that clients access services using a synchron-
the state of client (although the surviving servers have mutusus (request-reply) communication primitive, such as a Remote
ally consistent states). Procedure Call (RPC), or a Remote Method Invocation primit-
In the general case, where the results of the requests igedn the case of object structured systems. These primitives are
non commutative, Uniform Output Agreement is not enoudypically built on top of an unreliable datagram communication
to guarantee that the state of the correct (surviving) replicas@vice. Defining the exact properties of remote invocation is
consistent with the clients’ state. If output has been producegkential for the design of the replication related protocol mod-
for certain requests by a replica that fails, then the surviving reges in the clients and the servers. In most cases, where RPC
licas must deliver the requests at hand in the same relative ofgi@videsexactly-oncelelivery guarantees [5], the operation of
as the replica that originally produced the output did. The lattdre RPC end-points can be summarised to the following.
requirement is stated explicitly by tHéniform Output Order
property. Since the original delivery order respected the causat Client end-pointBuffers the last request until a reply is re-
dependencies of the requests, this is also implied by the uni- ceived. Retransmits the last request, if no reply is received
formity property for the surviving rep”cas_ within a timeout periOd. Detects dUplicate/O|d replies and
The Uniform Output requirement is, in the general case, less discards them.
strict than a combination of the uniform counterparts of the De-
livery Agreement and Order properties. This is due to the fact
that uniformity is required, in our case, only when output is
produced to system entities external to the server group; not
all client—service interaction primitives require the transmission
of output. Intuitively, in the first case, request delivery must be
delaye(_j until uniformity is guaranteed, while in the second case,r; the definitions above, it is assumed that servers do not
output is delayed or recorded (only when produced) to guargy |y practice, existing RPC implementations use timeouts

e Server end-poinBuffers the last reply to every service cli-
ente, until the next request efis received. Detects duplic-
ate/old requests: if the last request of cliens received
again, then the reply is re-transmitted; if a request older
than the last request ofis received, then it is discarded.

tee uniformity. or the output of an (unreliable) failure detector [7] to speculate
about server failures. In case of suspected server failure, a re-
3. Client=Access Protocols binding protocol is employed at the client end-point. Similarly,

the server end-point uses a mechanism based on some type of
weakly synchronised time to garbage-collect “old” buffered re-
3.1. System model quests of clients that do not use the service anymore.

In the following, we assume message-passing asynchron3.2. Architectural requirements
ous system The communication network provides anreli-
able datagram servicewhich exhibits benign failures; mes-  As discussed in the introduction, an important requirement
sages may be delivered out of order and may be arbitrarily dgr every Replication and Client—Access protocol, not met by
plicated, but there are no spurious messages generated. ghliging systems, is to make replication transparent to the ap-
network supports an unreliable multicast primitive realised aphcation layer. The application programmer should not need
multi-destination addressing scheme. Processors and procegsgfange the program of the client and/or server to cater for a
fail in a graceful way, by crashing. specific replication method. In this paper, we propose Replica-

According to the State Machine approach, any Replicatigon and Client-Access protocols that live in the communication
and corresponding Client-Access Protocol must satisfy the Usirbstrate of clients and servers. The novel aspect of all these
form Output requirements in the face of dynamic system rgrotocols is that they keep replication transparent to the applic-
configuration. Reconfiguration may occur for two reasahs: ation algorithm. The structure of a replica server providing a
system changes such as processor failures, process crashegighly available service and the structure of a client using that
network partitioning;ii) explicit management operations sucBervice are as depicted in figure 1.
as removal and addition of servers providing a service and cre-
ation/deletion of clients using that service. The latter operations Server: The communication substrate is augmented with
are the subject of a Configuration Management system service a replication specific layer, which accommodates two pro-
[9], an area out of the scope of this paper. Instead, we concen- tocols. TheClient—Access Protocakceives and handles
trate on the former dimension of server group reconfiguration, client requests and replies. It synchronises replica output
namely process failures and system partitioning. For reasons according to an output policy for the service—single out-
that will be discussed later in the paper, we adopt the primary put, in the case of benign failures. TReplication Pro-



Client Server

application application
= et In the following sections, a modular approach is followed for
i ) (sermarend) the design of the replication modules. The design of the pro-
posed Replication protocols is greatly simplified if we assume
the existence of a Group Communication Protocol. The Group
Communication Protocol is used for the diffusion of synchron-
| isation information among replicated servers (or, in some cases,

7 wwwuicaionnewsk | amongservers and clients).

Group Communication Protocols (GCP) are characterised by
Figure 1. The structure of a replica server and a @ ‘Mmany-to-many” model of communication within a group of
client—the general case. system entities, server replicas in our case. They guarantee
that messages multicast to the whole group, by members of
the group, are delivered in some mutually consistent way by
all members of the group including the sender. We assume,

here, the existence of a protocol that combines typical proper-

tocol synchronises request delivery amongst replica sefysq of systems from the literature. A protocol such as Horus
ers, in accordance with the Agreement, Order and Caus[%], Newtop [12] or RELACS [2] could be used to implement

ity requirements of the State Machine approach. To avgithnctionality of the required GCP module. The required
the introduction of too many layers and interfaces in tﬁa

3.3. Group communication

Client-Access/
Replication Protocol

Client-Access
stub

communication substrate
communication substrate
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operties of GCP are outlined below. They apply to messages
design, the two protocols are described as an integral m P y appy g

le of th o At are multicast within a specific grogpalthough we do not
ule of the server communication substrate. refer to the group explicitly.

e Client: The communication substrate is (in the gen- , GCP-Reliability:
eral case) augmented with a special communication stub,
which implements the client’s part of the Client—Access — Validity: If memberp multicasts message, thenp
protocol. eventually deliversn or p is faulty.

— Agreementlif correct membep delivers message,

The design of the proposed replication modules (Client— then membey eventually deliversn or ¢ is faulty.

Access stub and Client—Access/ Replication Protocol) assumes

a well-defined functionality for the adjacent layers. The spe-  — Integrity (Uniform):For any message, every mem-

cifications of these layers, namely RPC and datagram commu- ber (whether correct or faulty) that delivers, de-

nication service, have been outlined in the previous section. livers it at most once and only if some member has
The new replication modules satisfy the requirements of the previously multicastn.

State I\/!achme approach, bUt they do ngt.prowde any addltlpnal. GCP-Total Order (Uniform): If correct membep deliv-
properties, such as reliability or atomicity, for client—service ers messages andm/’ and deliversn first, then member
communication on top of the properties provided by the data- ¢ (whether correct or not) does not delivér unless it has
gram service in the non replicated case. Thus, typical RPC end- already deliveredh

points, designed for the non replicated case, can be re-used in y '

combination with the replication modules. The interface of th?is known from practica| experience [28, 14] that a|gorithms
replication module includes two basic primitives: for Uniform Total Order perform better, in terms of delivery
latency, compared with algorithms for other uniform proper-
s['ies, such as Uniform Agreement. This is due to the fact that
“all known algorithms for Uniform Agreement are blocking, i.e.

o receive() : Invoked by the datagram service for the dgl'essages may be delayed (blocked) before delivery on the re-

livery of requests in the servers and replies in the clients¢iPient in order to guarantee uniformity (messages must be
stable in the group before delivery). On the other hand, there

The replication module invokes ttdeliver() primitive are algorithms, such as token passing algorithms, for Uniform
of the RPC end-point to deliver requests (servers) or repligstal Order, which are non-blocking [1]. In fact, uniformity is
(clients) to the application layer. It invokes thansmit() provided as a “side-effect” of the Total Order algorithm in these
primitive of the datagram service to transmit request (clients) caises.
reply (servers) messages through the communication networkGroup membership changes are also recorded and agreed
The transmission is a uni-cast, unless if a multicast reference®n in GCP. Membership information is recorded in the form
explicitly specified, in which case it is an unreliable multi-casbf ‘views’, which are vectors of process identities. For GCP

e send() : Invoked by the RPC end-point for the transmi
sion of requests in the clients and replies in the servers



to provide useful membership information, the contents of tigeoup members must deliver messages in the same view, which
views must reflect the actual condition of the system as fariasiot necessarily the same as the view the messages have been
member failures, voluntary removals, or joins are concernedmulticast in.
The membership protocol of GCP usdsiture detectorsys-
tem service [7] to retrieve information about the status of groupe GCP-Virtual Synchrony: If correct memberg and ¢
members. The failure detector suspects and reports failed sys- both install successive views andv;;,, thenp delivers
tem entities (processes), without necessarily making complete messagen in view v; if and only if ¢ deliversm in v;.
and accurate suspicions. Babaoglu et al [3] have shown how to
implement a membership protocol for asynchronous distributedMessagestability is another important concept of Group
systems using an eventually perfecP) failure detector. In Communication Protocols. It refers to ‘global knowledge’ con-
theory, it is impossible to implement an eventually perfect fagerning delivery of messages in the group.
ure detector in a completely asynchronous system. In practice,
however, eventually perfect failure detectors can be implemens GCP-Stability: A messagen is stable in the group, ifx
ted, by making timeliness assumptions that are reasonable for has been delivered by every correct member of the group
actual systems. and its delivery has been explicitly acknowledged by all
In the following specifications of GCP membership, we have ~ correct members.
adopted the primary partition approach [26], as the most general
model for any type of application semantics. According to thihe definition implies that message stability is determined by
model, there is @otal order of membership views installed inmeans of delivery acknowledgement down-calls from the “ap-
the correct members of the group. It has been shown [6], tiRégation” layer to the Group Communication Protocol. A sim-
membership agreement protocols may not terminate in as{fit approach is also followed in Horus [28].
chronous systems, when a primary partition has to be formed. InThe interface that GCP provides to its “application” layer
the assumed system model, the solution of this problem is dighe Replication Protocols, in our case) is depicted in table

egated to a Configuration Management system service, where GCP requires a typicaleliver() primitive from the
the decision about which partition should be augmented wiétyer above for the delivery of messages, and an optional
new members in order to become operational is done in a hdostall-view() when membership information must be
istic way [14]. passed upwardsstall-view() is called as soon as a new
) view is installed in GCP (before any messages are delivered in
e GCP-Membership the new view).
— View accuracy:lf memberyg is correct, then eventu-

ally the current view of correct membewill always | Primitive | Description |

includeq. If ¢ joins the group, then eventually the G-mcast( m) || Multicast messagen to the group

current view of correct membgwill always include G-ack( id) | Acknowledge delivery of message

q. with identity id

G-stable(  id) Check for stability of delivered message
with identity id

G-join( g) || Add caller to the group with referenge
G-leave() Remove caller from the group it currently join

— View completenesstf memberq has failed or has
voluntarily left the group, then eventually the currer
view of every correct memberwill always exclude
q.

— View integrity: Every view installed by member Table 1. The interface of GCP to the layer above.
(whether correct or not) includestself.

— View agreementif correct membep installs view
v, then for every membey in v eitherq eventually

installswv, or ¢ is not correct angh eventually installs 4. The “closed” group model
an immediate successori#dhat excludeg.

=S

7]

In the case of dynamic groups, it is important to consider the As mentioned earlier, ISIS and Transis favour a model where
context messages are multicast and delivered in. We say thigints form a group together with the servers that provide the
a messagen is multicast (deliveredin viewv by memberm, replicated service. Servers maintain a consistent membership
whenv is the last view installed ipp before it multicast (de- view of the client set and vice versa. In this way, the deliv-
livered)m. In addition to the Reliability properties above, GCRry properties of group communication protocols are directly
is required to satisfy the following message delivery propertiegploited to satisfy the requirements of the State Machine ap-
in order to provide a virtually synchronous communication bproach. Client requests and replies from the servers are multic-
haviour among group members [4, 13]. In particular, corre@st to the entire group in a reliable way (see figure 2).
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Figure 2. The “closed” group model.

Figure 3. “Closed” group model—structure of clients
and replica servers.

4.1. Protocol 1: Clients members of the server
group

The protocol presented in this section exhibits the basic priggge. In turn, RPC calls treend()  primitive of the Client—
ciples of the “closed” group model [28]. In this respect, the prexccess Filter (see figure 4). Every submitted request message
tocol is not original and it is introduced mainly as a referenge multicast bysend() to the whole group through the GCP
pointin assessing the performance of the protocols of sectiondyer (usingG-mcast() ).

The orig?nal aspect of the p_resented protocol _is that it is imple- g, delivery of a request message from GCP, the Replication
mented in the communication substrate of clients and servefiger of a server passes the request directly to the application
Replication is transparent to the application. Client and Serwyf calling RPC'sdeliver() (see figure 5). Client-Access

application programs are implemented using the non-replicajflers discard any request messages delivered from GCP; they
RPC primitives. To the best knowledge of the authors, neithg not pass them to the application.

ISIS nor Horus currently satisfy this transparency requirement. o

The structure of the communication substrate of clients aR§Ply transmission. Every server program that processes a
servers is depicted in figure 3. The replication modules cons[§guestr attempts to transmit a reply back to the sender of
in this case, of two layers. A Group Communication Protocbi Py calling thereply()  primitive of the RPC server end-
(GCP) layer provides reliable, ordered multicast in the clierR0INt, which in turn calls theend() ~ of the Replication Filter.
server group. A Client or Server Replication Filter is placedP!lowing asingle output policythe Replication Filter of only
on top of GCP, on clients and servers respectively, processifty Server in the group allows the reply message to be actually
request and reply messages in order to satisfy the State fi@0smitted back througBCP. The decision is made when the
chine requirements. Requests and replies are all multicast to3E'€sponding request is delivered to the application (the reas-
whole group (clients and servers) through GCP. The replicati8iiS Will become apparent in the correctness arguments) and it
filters let only messages that are of interest to the local entifyPased on the current membership view (a common view is
pass to the application layer through RPC. For example, if ditovided to all group members ICP) and it can be made in a
entc is waiting for a reply to its last request, the Client—Acce$éstributed manner. The decision as to which server replies re-
module ofc filters out any other message that is delivered frofires only that the choice procedure makes the same decision
the group through GCP. In the closed group model, the Rep@é_each server. For example, an ordering on server |dent!t|§s can
ation protocol is basically implemented by the functionality i€ Used to choose the one with the smallest id. For efficiency,

the GCP module. The design of the Client—Access and Serljdpight be sensible to choose the nearest replica to the client
Replication Filters is kept simple. if this decision can be made unambiguously at each server. In

the pseudocode description, the decision scheme is represented
o by thepbecisioN() function on the view vector and the unique
4.1.1 ProtOCO| desc”p“on message |d (figure 5)

o ) o o o Replication Filters of servers discard all reply messages de-
Binding. The bind primitive of RPC initiates a join procedurgyered from GCP. A Client-Access Filter discards all reply
in the Client-Access Filter. Th@-join()  primitive of GCP  ag5ages, except the one that refers to the latest request of the
is invoked with the group reference as a parameter. local client. This reply message is passed to the application
Request delivery. The application program of a client invokeghrough RPC'sleliver()
a request to the service by calling the corresponding primitive A straight-forward optimisation would be for the server to
of the RPC client end-point parameterised with the request masi-cast the reply to the client directly through the communica-



tion network.

Client—Access Filter — client; :
Initially:
last-req = -1 // id of last invoked request
request-back = 0 // flag: last request delivered back?
procedure Client::sendy): // from RPC (invoke request)
1 lastreq:=n.id;
request-back := 0;
G-mcastfn); // through GCP
end; // procedure send(m)

procedure Client::deliveng): // from GCP
1 if m.type = requesand m.sender =;
and m.id = last-recthen
request-back := 1;
else ifm.type = replyand m.to =¢; then
if m.reply-to = last-re@nd request-backhen
5 delivern); // to RPC
Il else discard m
end, // procedure deliver(m)

Figure 4. Protocol 1: Client-Access Filter—

pseudocode.

Server Replication Filter — servey :

Initially:
reply-flag = 0 // transmit reply to last delivered request?
view = // current membership view

procedure Server::sendj: // from RPC (send reply)

1 if reply-flagthen
G-mcast{n); // multicast reply m
end; // procedure send(m)

procedure Server::deliver(): // from GCP

1 if m.type =requesthen
if DECISION(view,m.id) = s; then
reply-flag := 1,
elsereply-flag := 0;
5 delivern); // to RPC
end; // procedure deliver(m)

procedure Server::install-view); // from GCP
1 view:=v;
end; // procedure install-view(v)

Figure 5. Protocol 1: Server Replication Filter—
pseudocode.

Theorem 4.1 The protocol of figures 4 and 5 satisfies the De-

Group reconfiguration. The Virtual Synchrony property of jivery Validity property.

GCP guaranties that whenever the Replication Filters of two
correct servers deliver a messagethey both “see” the sameProof: If correct clientc invokes request to the service, then
group membership view. Therefore, the two servers make ntlue Client—-Access (CA) Filter of multicastsr to the group
tually consistent decisions about who is to send the replyifor through GCP (Client::send():3)Let v; be the view that mul-
even in the presence of group reconfiguration. ticastsr in. GCP Validity guarantees (even in the presence of

However, the potential server failures introduce anotheesmmunication failures and/or group reconfiguration) thas
problem related to the requirement for Uniform Output. Coulelivered back from GCP to CA of correct cliestin some
sider server that delivers a requestfrom clientc, in some view v;y (k > 0). From GCP Agreement and Virtual Syn-
view v;; s decides that it takes responsibility to replyrt@and chrony,r is also delivered from GCP in all correct members, in
then it transmits a reply’ back toc. Immediately after thats v;1. Thus,r is eventually delivered from GCP to the Server
fails causing a view; 1 to be installed in the surviving groupReplication (SR) Filter of some replica (or no correct replica
members. Even if delivers the reply’ back ¢’ delivered from exists). A request is never discarded or blocked in the SR Fil-
GCP to all correct members), Virtual Synchrony doesguar- ter of a replica (whether correct or not). Thusis delivered
antee that the correct servers delivém some view ¢; or later). to RPC of some replica (Server::deliver():5). Therey iias

To address this problem, the Client—Access Filter of clien@lready been delivered, we are done; if this is the first tinse
does not deliver to RPC a reply to requestinless request delivered, then itis passed to the application and Validity holds.
itself has been already delivered back from GCP. O

Theorem 4.2 The protocol of figures 4 and 5 satisfies the Uni-

form Delivery Integrity property.

We argue that the proposed Client—Access and Replication Fil- , , )

ters, in combination with the assumed GCP and RPC modufg@of: From the algorithm, replica delivers request only
has previously executed Server::deliver(r). Thatridias

satisfy the requirements of the State Machine approach. iffid X _ .
reminded that by “delivery” we mean, here, delivery of requet§€n delivered from GCP to SR. From Uniform GCP Integrity,

to the application layer. As explained in section 2, we do n5pMme member of the group has previously multicasOnly

have to argue about Causality, which is trivially satisfied SinCe 2the number after “:* denotes the line number in the pseudocode description
RPC has been used. of the procedure.

4.1.2 Correctness arguments




clients multicast requests to the group (Client::send():3). There-Assume, now, that is not correct. That ig is not included
fore, some client has previously multicastThe RPC end-point inv;,; . If cis faulty, then Uniform Outputis not required.dfs
guarantees that no request is delivered to the application mooerect, then let; i, (¢ > 0) be the view in which the CA Filter

than once. Thus, Uniform Delivery Integrity holds. O of ¢ deliversr’ to RPC for the first time. For’ to be delivered

to RPC, the protocol guarantees thmatuest-back =1
Theorem 4.3 The protocol of figures 4 and 5 satisfies the Dgclient::deliver():4). This flag is set only when the correspond-
livery Agreement property. ing request (referenced m.reply-to ) has been already de-

Proof: Let » anda be two correct replica servers. We mu livered back from GCP to CA of its sender (Client::deliver():1-
oot p a P ) ). Thus,r has been delivered back toin some viewv;

Sh(;)(\al\lli\tzsst itp tgs:\/e[]sa;egg:ztégﬁcgr:és?rg;“\éeégp' tgl?hcee,SIgn < k). From GCP Agreement; is also delivered in every
p . " correct group member, including the correct servers; in, .

Ellter|np(Server::deI|ver()). Ifno gr_oupreconflgurgtlon OCCUTS ' The latter argument implies that if correct clientlelivers
(in the presence, though, of potential communication faﬂures% \ : :
. ; reply ' for requestr, then all correct replica servers deliver
GCP Agreement guarantees thas eventually delivered to the . L . . .
; . ; . i the same or an earlier view as the one in whitls delivered
SR Filter of correct replicg. Requests are immediately passed "1 s Uniform Outout Aareement is satisfied g
by SR to RPC (Server::deliver():5) and we are done. ' ' PULAg '

In the presence of group reconfiguration (including repli¢aniform Output Agreement, in combination with Delivery
failures), GCP guarantees Virtual Synchrony. That is, corraélidity, guarantee that if clientinvokes request and remains
replicasp andq either both deliver in the same view, or nonecorrect for long enough and there is at least one correct replica,
of them delivers. In both cases we are done. O thenc eventually delivers back a reply toand the results of

persist on the service state despite potential server failures.
Theorem 4.4 The protocol of figures 4 and 5 satisfies the Uni-
form Delivery Order property. Theorem 4.6 The protocol of figures 4 and 5 satisfies the Uni-

form Output Order property.
Proof: Let correct replicg, which delivers request; of client P property

c; and request; of ¢; and delivers; beforer;. Requests are p ¢ | ot replicap

. . . which delivers requests of client¢; and
not blocked in the SR filter and they are delivered to the ap- o ¢;, 1 first, in viewsv; andv; respectively{ < 7). Assume

at replicap decides, inv;, to transmit the reply; back tor;
and actuallyc; deliversr’. Again, we focus on the case where

plication through RPC as soon as they are delivered from G
(Server::deliver()). Thus, GCP deliversbeforer; to SR, in

replicap. . ) ) ) p is faulty; that is,p in not included inw; ;. Since request;

Let replicag (not necessarily correct), which delivers(to ig yefivered to the application layer pibeforer;, it is implied
the application through RPC). Singgis delivered from the SR thatr; is delivered before; from GCP to SR irnp. Uniform
filter to RPC (Server::deliver():_Erbj has_been alregdy deliverecbcp Total Order guarantées that GCP does not deljvés a
from GCP to SR (Server:deliver()), ip By Uniform GCP correct group member, unless it has already deliveyedhus,

Total Order, (1) implies (even in the presence of communicatipNis 1ot delivered from SR to RPC in a correct replica, unless
and/or process failures) thgthas been already delivered,gn T’, has already been delivered. 0

from GCP to SR. Delivered requests are never blocked in SR.

Thus,r; has been already delivered from SR to the application The latter two arguments imply that if correct clients deliver
through RPC, iry, and we are done. 0 replies from a faulty replica, then the surviving replicas deliver

all the corresponding requests and deliver them in the same re-
Theorem 4.5 The protocol of figures 4 and 5 satisfies the Uniative order as the faulty replica originally did. However, this
form Output Agreement property. does not mean that clients always receive replies transmitted by
faulty replicas. Reliable client—service communication is im-
Proof: Assume that replicg, which delivers requestof client plemented by the RPC communication end-points.
cin view v;, decides to take responsibility for the replytand i has peen shown that the proposed protocol (Protocol 1) is
actually transmits (through the SR Filter) a repiyto r. This ropyst against benign communication and process failures, by

means that, on delivery o, p has decided to take responsibgypoiting a fault tolerant Group Communication Protocol that
ility for the transmission of the reply to (Server::deliver():2- Brovides Virtual Synchrony.

3). If pis correct, then it is straight-forward to show that GC

Validity and Agreement guarantee Output Agreement among W "

the replica servers, even in the presence of communication fai- 1 he “open” group model
ures. Similarly, in the case where new replicas join the group,

replicas voluntarily leave the group, or replicas other théail, In this model, the clients are external to the group of servers.
GCP Virtual Synchrony guarantees that Output Agreement3ervers do not maintain a consistent view of the client set. The
achieved among replicas that share the same view. “open” model is suitable for environments where a service is



used by a large and dynamically changing set of short-lived ciommunication Protocol (GCP). The Replication protocol in-
ents, and where the service is provided by a relatively small azwporates a non-trivial algorithm to satisfy Uniformity in the
stable group of long-lived servers (see figure 6). Two sub-casase of group reconfiguration. Figure 7 illustrates the structure
of this model can be distinguished with respect to the requif-clients and servers for this protocol. The message diagram of

ments of applications. figure 8 introduces the basic principles of the protocol function-
_ ality (the ‘deliver’ event of the diagram refers to request delivery
client set server group from the Replication Protocol layer to the RPC end-point).
'/Q Server
S © Client application
O ® O ) application ‘ ”””” =B K
8 ‘ | (server-end) B
- Z. _RPC 1 1 S ¥
3! (client-end) | ! Replication | %
i % 3 3 : Protocol -
Figure 6. The “open” group model. 5! Client-Access | ; £
E Stub : 1 cep | | °

1. Clients are aware of replication; that is, they can accom-
modate special communication stubs. This is the case inFigure 7. Protocol 2—structure of clients and replica
small and homogeneous environments, where clients cargeryers.
be linked to replication specific stubs in order to commu-
nicate with groups of servers.

2. Replication must be completely transparent to the client
[17]. This is typically the case in open distributed sys- .
tems, where clients cannot necessarily be re-programnettl Protocol description
or re-linked to cope with replication. A similar require-
namic (on-line) replacement of non-replicated servers Kgference of a replicated service (for example, by contacting a

groups of servers, as part of the system configuration m&&me service) and binds to a single replica server according to a
agement. binding policy(taking into account, for example, client vicinity

to servers or load balancing). This server acts as the repres-
A Client—Access protocol and a corresponding Replication prntative of the client in the group. The server maintains a list
tocol are discussed for each of these cases. with the references of the clients that are bound to it, denoted

ClientRef . The contents of this list do not form a consistent
5.1. Protocol 2: Clients aware of replication membership view of the client seClientRef is periodic-

ally multicast in the group (through GCP), so that servers in the

Systems that adopt this model [22, 23, 18] focus on interrffPuUp have a global “hint” of client allocations to replica serv-

server synchronisation and consider the Client-Access protd¥gh A vector of reference lists is maintained in the Replication
as an application level concern. Even when a generic Repfotocol layer of each server:
ation layer is introduced in the servers, on top of the Group ) ) )
Communication Protocol [22], the client application program- ® ClientRef  [s;]: list of client references; denotes the
mer must still deal explicitly with replication concerns. In the  Nint that serves has about the clients allocated to server
following, a novel Replication protocol is proposed, which is i (ClientRef — [s]is s's own list).

in line with this model (clients aware of replication), but kee h wver reolication modul N heuristic method
replication transparent to the application algorithm of both:lf— € server replicalio odule can use a heuristic metho

based, for example, on weakly synchronised clocks) to remove
m the list clients that have not interacted with the server for
ng time.

ents and servers.
The Client—Access protocol is implemented by a stub in t}];r
client’'s communication substrate. The stub cooperates with fh
Replication protocol on the server to meet the State MachiRequest delivery.The client transmits a requesto the single
requirements. Request messages invoked by a client are traasver replicas it is bound to (Client::send():3 in figure 9).
mitted to a “representative” server of the client in the groupphe request messagds received by the Replication Protocol
This server diffuses the request to the group through a GrdiRP) layer ofs, which then multicasts to the group using



Ci S1 Sz Sz Lemma 5.2 At any moment in tim@ the requests of client

r\‘ that are buffered in the Client Stub efare a superset of the
RP  requests of that are unstable in the server group.
t) N\ GCP  Client-Access Stub — cliemnt :
Initially:
e over L del i ver ey Epoch: initialised during binding (not presented here)
I’ +<stabl, context> procedure Client::seng): // from RPC (invoke request)
] < 1 bufferm in transmittedRequests;

m.epoch := Epoch;
transmitgn); // through the comm. network

Figure 8. Protocol 2—message diagram (no groupre- .. procedure send(m)

configuration).
procedure Client::receive(): // from comm. network
1 if m.type =“reply”then
for eachm’ € transmittedRequests:
m'.id < m.LastStablelo
garbage-collectn’;

the G-mcast() primitive of GCP (Server::receive():3 in fig-

ure 1Q). The RP Iayer_of every server in the group (inc_luding if m" € transmittedRequests:
s) deliversr to the application (through the RPC end-point) as m'".id = m.ReplyTothen
soon ag- is delivered from GCP (Server::deliver():2). The fols m” lastReq[] :=m.lastReq[];
lowing lemma can be easily shown. deliver(n); // to RPC

else ifm.type = “retransmission requedtien
Lemmab5.1If r., the last request of client delivered by Epoch :=m.epoch;
servers, thens has also delivered every requestoinvoked for eachm’ € transmittedRequestio
beforerw. 10 ReplayList := ReplayList +

(m'.id, m' lastReq]]);
transmit(ReplayList);

Reply transmission. Following a single output policy, theP for eachm’ € transmittedRequestio

layer of only the representative serveactually transmits the m’.epoch := Epoch;

replies to the requests of(see Server::send()). m’.type = “retransmitted request”;
The Client-Access protocol does not guarantee reliadfe transmitgn’); // re-transmit

client—server communication. Requests or replies can be lost €/Se ifm.type = “new Epoch'then
in the communication network. The replication layers of clients Epoch :=m.epoch;
and servers do not handle message retransmission and dupliecr%_e// rct,:;ag:jsur?:(dgﬁ,%cr?mc))K )
detection, since the context of messages is transparent to them. P
Reliable client—server interaction is implemented by the RPC
end-points in the same way as in the non replicated case. Figure 9. Protocol 2:  Client-Access Stub—

In order to cope with group reconfiguration (see correctnesspseudocode.
arguments), th€lient Stubbuffers a request to the service for
potential future retransmission (Client::send():1), even after a
rep|y is received back for the request_ A reque'aﬂ garbage_ The Replication Protocol of server maintains a vector
collected in the Client Stub, when the client learns thaias 1astReq [].
become stable in the group; that is, it has been received ang lastReq
delivered by all correct replica servers in the group. Reply mes-
sages to client are piggy-backed with information indicating
the most recent request ©that has become stable in the group
(Server::send():23. Note that, if request of clientc is stable, The vectolastReq ][] is a record of the causal dependencies
then any older request efis also stable in the server groupamong client requests. Its value, on delivery of request-
The following lemma can be easily derived from lemma 5.1. dicates the requests (of every service client) that have been de-
livered beforer, by servers. The value oflastReq ][], on
delivery of request, is piggy-backed to reply’ which is trans-

3The synchronous style of client-service interaction imposed by RR@itted back to the sender of (Server::send():2). On receipt
defines a total ordering of the requests invoked by a single client. We assume
that the relative position of requests in this order can be derived from the mes“#We refer here to an abstract notion of real time as understood by some
sage identities. hypothetical omniscient observer of the asynchronous system.

s[c]: the identity of the last request of client
deliveredby servers (application), for every client that ac-
cesses the service (updated in Server::deliver():1).
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of the reply, the Client Stub buffers the vector together withe service following an application specific procedure; its state
requestr (Client::receive():5). As discussed in the followindhas to be initialised as far as this service is concerned.
paragraphs, the contents of the buffered vector are used for théh order to avoid clients communicating with the service
reconstruction of the service state in the presence of replica fater such unsuccessful re-allocations, we introduce the use of
ures. epochnumbers in the server group. Every time a new view is
Group reconfiguration. In case of group reconfiguration, thdnstalled indic_ati.ng the failure of one or more servers, the epoch
Virtual Synchronous behaviour of GCP guarantees that corr@Ehe group is increased and the service clients are informed
replica servers deliver the same set of client requests in edpPRutitas soon as the Reconfiguration Phase starts. Client ;tubs
view. However, if a faulty replica delivers requesif clientcin attach the latest epoch number to the requests they transmit (or
some viewy;, then there are no guarantees that correct replidg&ransmit) to the service.

also deliver in v;. Moreover, they may not deliverat all, even () Service state reconstruction

if ¢ receives back a reply from the faulty replica. The latter is h h licati | of ) h
clearly a Uniform Output concern. When the Replication Protocol of serveg receives the ex-

pected “re-play” messages, it updates the local client list
(a) Client re-allocation ClientRef ,, with the clients ofC}, that respondeds; mul-
As soon as a new view is installed in the server group indic#igasts the update@lientRef , to the group through GCP
ing the failure of one or more servers (Server::install-view(): {5erver::Reconfiguration-Phase():11-12). In this way, the RP
the Replication Protocol entersReconfiguration PhaseLet ©f all correct replicas update their local hints for the total cli-
servers, which fails causing view; to be installed. Cor- ent set. Moreover, they use the upda@@ntRef lists to
rect servers, € v; traversesClientRef , [s] and decides remove “old” clients from the locdastReq [ vector.
about which of the clients that where originally assigned to The  server  waits, then, to receive all
are to be re-assigned tg. according to the applied bindingthe  requests  referenced in  the  corresponding
policy (this decision can be made in a deterministic distrigReqID,lastReq []) list, from each client. If some of
uted way in the new view). Le€) be the set of these cli-these messages are delayed, their retransmission is requested
ents C;, C ClientRef ¢, [s]). A special message is transtepeatedly, in a similar fashion as with the “re-play” messages
mitted by s, to each client € C indicating the last request(the client is discarded froi@lientRef ;, after a number of
of ¢ that s;, (and therefore any other member @) has de- unsuccessful attempts).
livered inv;; (Server::Reconfiguration-Phase():3-5). That is, When a correct server receivessransmittecclient request
the message carries the valudasitReq ,, [c]. With this mes- r, it checks the piggy-backedstReq [| vector. If there are
sage, correct serves;, requires frome the retransmission of causal predecessors ofwhether from the same or other cli-
any buffered requests “newer” théastReq ,, [c]. From the ents) that have not been delivered yet, thésbuffered locally.
synchronous style of interaction of RPC and the Virtually Sydtherwise, the Replication Protocol layer multicastto the
chronous behaviour of GCP, it is easy to derive the followingoup through GCP. On delivery offrom GCP to the Replic-
lemma. ation Protocol, all correct servers deliveto the application
through RPC; their localastReq [] is updated accordingly
Lemma 5.3 When viewv, ,, is installed, all correct replica (Server::deliver():1-2). Then, the Replication Protocol traverses
servers agree on the last valuelabtReq [] in v;. the buffered retransmitted requests (Server::deliver():4-6) look-
ing for a request’ which can be delivered in the current context
On receipt of such a retransmission request, Ch@Ck re- (the current value OfaStReq [] indicates that all the causal
binds to serves,, and transmits a “re-play” message containingfedecessors of have been delivered).’ is multicast to the
a list of (ReqID, lastReq []) pairs, one for each of the re-group through GCP. The buffer is traversed until no deliverable
quests to be retransmitted to the group (Client::receive():7-1'Buest is buffered there. The Reconfiguration Phase is not ter-
Following this message, the Client—Access stubmtransmits Minated while there are more expected retransmitted requests.
all the required requests, each piggy-backed with its associatedVhile reconfiguration is taking place, the Replication Pro-
bufferedlastReq [] vector (Client::receive():12-15) indicatingtocol blocks any normal (not retransmissions) requests received
its causal context. from the clients. These requests are buffered (Server::receive()-
Server s, waits for the “re-play” message with the:9) and they are multicast to the group in the usual way as soon
(ReqID, lastReq []) list from every client ofC}. If no such as Reconfiguration is completed.
message is received within a timeout period from seraeCy,, In the case of server addition in the group, the Replication
then the retransmission messagespfis sent again to the cli- Protocol of the new server multicasts a special message to the
ent. If a client does not respond after a number of attemptsgibup trying to construct its own “hint” of the membership of
is removed from the client list of;.. In this case, if the client the client set. As soon as it receives a reply from every server
is still alive and uses the service, it has to explicitly re-bind ia the current view, it applies the actual binding policy to de-
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Server Replication Protocol — servey :
Initially:
ClientRef[] initialised during join procedure
lastReq[i] = -1 for alli € ClientRef]]
Epoch =0 // epoch number
reconfiguration-phase =0 // flag
procedure Server::receive]: // from comm. network
1 if m.epoch = Epoclthen
if not reconfiguration-phasthen
G-mcast{n); // to the group
else// Reconfiguration taking place
5 if m.type = “retransmitted requestfien
if m.lastReq[]< lastReq[]then
G-mcastfn);
elsebuffer m in retransmittedRequests;
elseblock m in receivedRequests;
end; // procedure receive(m)

procedure Server::send]: // from RPC (send reply m)
1 if MYCLIENT(m.to)then
m.lastReq[] := lastReq[];
m.lastStable := max m’.id:
m’.sender 3m.to and G-stable(’.id) };
transmit(n); // through the communication network
end; // procedure send(m)

procedure Server::deliver(): // from GCP
1 lastReqgfn.sender] :=mn.id;
deliver(n); // to RPC
if reconfiguration-phastnen
while 3m’ € retransmittedRequests:
m'.lastReq[[< lastReq[Jthen
5 removem’ from retransmittedRequests;
G-mcastfn’);
if Am' € retransmittedRequesimd
no more expected retransmissions fr@mthen
Terminate-Reconfiguration-Phase();
else ifm.type = “ClientRef"then
10 ClientReffn.sender] :=mn.ClientRef];
end, // procedure deliver(m)

procedure Server::install-view); // from GCP

1 if view - v # () then// replicas have been removed
Epoch := Epoch + 1;
for all ¢ € ClientRefs;] do

do transmit(Epoch);
5 until reply receivecr
c removed from ClientRé¢f,];
reconfiguration-phase :=1;
Reconfiguration-Phase(v);
view = v;
end; // procedure install-view(v)

Figure 10. Protocol 2: Server Replication Protocol—
pseudocode.

cide on clients that must be rebound to itself. It constructs the
local ClientRef  list and multicast it to the rest of the group.
The clients that have to be rebound are contacted following a
repetitive method as with request retransmission.

Replication Protocol of servef, — Reconfiguration algorithm:
procedure Server::Reconfiguration-Phase(v):
1 for all s € view - v do// removed servers
Cr = Cx U {c: c € ClientRefs] andc rebinds tos; };
for all ¢ € C}. do
do transmit(“retransmit req. after lastRe§j[Epoch”);
5 until ReplayList received or: removed fromC};
for all ¢ € C}, do
wait for all requests referenced in ReplayList
Il see deliver() procedure about how retransmitted
/I requests are handled during Reconfiguration Phase
10 until requests received aerremoved fromCy;
ClientRefs;] := ClientRefs,]U Cy;
G-mcast(ClientRéf.]);
end; // procedure Reconfiguration-Phase(v)

procedure Server::Terminate-Reconfiguration-Phase():
1 for all m € receivedRequestio
G-mcast{n);
reconfiguration-phase := 0;
end; // procedure Terminate-Reconfiguration-Phase()

procedure Server::timeout(reconfiguration):
1 for all m € retransmittedRequesti®
removem;
Terminate-Reconfiguration-Phase();
end; // procedure timeout(reconfiguration)

Figure 11. Protocol 2—Reconfiguration algorithm.

5.1.2 Correctness arguments

Lemmab5.4 If the procedure Server::Reconfiguration-
Phase() is called in some correct replica server then
Server::Terminate-Reconfiguration-Phase() is eventually
called.

In other words, the Reconfiguration Phase lasts for finite time.
Informally, this Lemma is based on the fact that each replica
server waits for “re-play” messages from finite clients. Also, it
waits for a finite number of request retransmissions from each
of these clients. Heuristic timeout values are used to remove
from the client list clients that do not respond timely. Thus, no
replica server waits infinitely for the response of an allocated
client. There is no other point in the reconfiguration algorithm
at which a correct replica may be blocked. Thus, the reconfig-
uration algorithm eventually terminates.

Theorem 5.1 The protocol of figures 9, 10 and 11 satisfies the
Delivery Validity property.
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Proof: Let client ¢, which invokes request to the service. Theorem 5.4 The protocol of figures 9, 10 and 11 satisfies the
From the properties of the RPC client end-point (retransmielivery Order property.

h hil ly i i k h . - . .
the request while a reply is not received back) and the non ZELr%ploymg arguments similar to those in the previous theorem

probability for a message to be transmitted correctly throu d . .
the communication network, we are guaranteed that eventu%ﬁ}j using the GCP Uniform Total Order property, we can e?‘s"y
show that the proposed protocol guarantees Uniform Delivery

some ‘representative” servereceives: (even ifre-bindinghas ., 1 "o oy in the presence of communication and/or process
to take place), or there is no correct server in the group. failurés P P

In normal operationy is directly multicast by the Rep-
lication Protocol (RP) ofs to the group, through GCP Theorem 5.5 The protocol of figures 9, 10 and 11 satisfies the
(Server::receive():3). By GCP Validity, is delivered back to Uniform Output Agreement property.
the RP ofs, which passes it directly to RPC. If this is the first _ S
time r is delivered to the RPC of, r is passed to the applica_Proof: Let client ¢, which invokes request to the group and

) \ ; .
tion, otherwise it has already been delivered to the applicaticlgﬁlal e[‘:’ b?Ck rsflgv f,? ;fri'nljtﬁtp l:e ther:gpr:'catfer:v?nr’itﬂ'fﬁ
In any case, we are done. s the “representative e group a as transmitted the

There are two cases for to be discarded or blocked inreply back toc. Letwv; be _the_view in whichp delivers request
the Replication Protocol layer of (i) r carries an old epochr (from GCP to the Replication Protocol and from there to the

number and is discarded (Server::receive()dventually re- application—assume this is the first timas delivered to the
. RPC ofp).
ceives the correct (up-to-date) epoch number by some repres;

entative server that is (re)allocated to. Eventually;s RPC Vallifdi]'z |sa$1c(;rrAec:étehrﬁgr: 'su‘c;[::'rﬂz:fgmaﬁf ngm;?]?ta?nii
will initiate a retransmission, during whichwill be attached y 9 9 P g 9

L . . : replica servers, even in the presence of communication failures.
the correct epoch number. (it)is received while reconfigura-

tion is taking place and is blocked neceivedRequests Slmllarly, n the case where new repllca_s join the group, rep-
licas voluntarily leave the group, or replicas other thafail,

(Server::recgwe():?). .F.“’”.‘ Lemma 5.4, the Reconflguratlgbp Virtual Synchrony guarantees that Output Agreement is
Phase terminates in finite time and blocked requests are eve

tually processed as in normal operation (Server::Termina%‘cr-h'eved among replu_:as that share V'E“\M/.'th p- .
. . ] Assume, now, that is not correct. That ig is not included
Reconfiguration-Phase():1-2).

It is clear, from the above, that Validity is guaranteed e eni'rr]1 vit1. There are two cases to consider.
' ' Ve, Idity’1s gu venl (i) Despitep’s failure, all correct replicas deliver in v;.

he presence of communication and/or replica failures. O
the presence of communication and/or replica failures Then, we are done.

i o (ii) No correct replica deliversg in v;. In this casey, the
Theorem 5.2 The protocol of figures 9, 10 and 11 satisfies thgessage originally multicast by is either delivered in some
Delivery Integrity property. view v (k > 1) or itis not delivered at alll.
Because ofp’s failure, v; — v;y 1 # 0. Thus, the in-
Informally, the Uniform Integrity of GCP and the properties ota|iation ofv;.; initiates the Reconfiguration Phase proced-
the server RPC end-point can be used to show that if replicgre (Server::install-view():7) in the Replication Protocol (RP)
(whether correct or not) delivers requesthen it does so only |ayer of every correct replica. Letbe the replica which de-
once and only if some clienthas previously invoked. cides to become the new representative of clientThat is,
c € C,;. The RP layer of; transmits a “retransmission request”
Theorem 5.3 The protocol of figures 9 and 10 satisfies the Deg ¢ together withlastReq ,lc] and the newEpoch value
livery Agreement property. (Server::Reconfiguration-Phase():4). According to lemma 5.3,
the transmitted value d&stReq [c] is the same irrespectively
Proof: Letp andg be two correct replica servers. We must showf which is the new representative af By the non-zero prob-
that if p delivers request theng also delivers~. Since,p de- ability for correct message transmission over the communica-
liversr, thenr has been delivered from GCP to the Replicatiaion network, it is guaranteed that this message is eventually
Protocol (RP) inp (Server::deliver()). If no group reconfigur-received by the Client-Access (CA) stubwfpossibly after a
ation occurs (but in the presence of potential communicatinomber of retransmissions) and the corresponding “re-play” list
failures), GCP Agreement guarantees thas eventually de- is eventually received by the RP layer @f Also, when reply
livered from GCP to RP in correct repliga Requests are dir- v’ was transmitted, requestvas not stable in the group (by as-
ectly passed to the RPC (Server::deliver():2) and we are dor@umption). By Lemma 5.2, we are guaranteed thatbuffered
In the presence of group reconfiguration (including repliéa the CA stub ofe. (r.id ,r.lastReq []) is then included in
failures), GCP guarantees Virtual Synchrony. That i de- the “re-play” vector transmitted byto ¢; ¢ also re-transmits,
livered from GCP to RP in the same view in both replipad which is eventually received hy
q, or itis not delivered at all. Thus, both replicas delivédrom According to the state reconstruction algorithm
RP to RPC in the same view, or they do not deliver it at aff.  (Server::deliver():4-6), received request is eventually
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multicast to the group through GCP, hy GCP Validity and messages are processed in the normal way and as artesudt
Agreement guarantee thatis eventually delivered to RP andr; may be delivered to RPC more than once. RPC detects and
then (directly) to the application (Server::deliver():9) in ahandles duplicate requests.

correct replicas, despite communication failures and/or group(iii.2) ¢; is not correct, does not transmit requests and does
reconfiguration. If replica fails during the Reconfigurationnot respond to retransmission requests of its representative,
Phase, the reconfiguration procedure is initiated in some otleso required. Thusy; may be not received eventually by
replica. Eventually, if there is a correct replicais delivered any correct replica. On the other hang, retransmitsr; to

by all correct replicas. O ¢', its new representative in the group. The retransmitted

The reader may have noticed, thamay be delivered more "7 CaTies its associated vecttastReq [J. By assumption,
than once (twice) from GCP to RP, in the correct replicas. In the/2StReq ([jci] > riid Thus,gj caln_not be rﬁmoved from
case thap fails causing the installation of view ;, GCP may 'eiransmittedRequests and multicast to the group, un-

deliver message originally multicast byp, in some future view Iessfp» IS a_lrea_dy dehyered(.j Eventug!ly, a timeout of(_:curs,_Re—
viem (m > 1). However, request is also multicast through configuration is terminated (Server::timeout(reconfiguration))

GCP by the new representative gfg in our case, during the and all undeliverable buffered retransmissions, includingre
Reconfiguration Phase and it is delivered in view,, (n > 1). discarded. The RPC ef; timeouts without any response from

RP does not detect duplicate requests, but RPC does so. THIgsService and forces to explicitly rebind to the service ac-
the second time is delivered to RPC, it is discarded there. cording to application semantics. Thus, Uniformity is not viol-

ted. O
Th(_aorem 5.6 The protocol of figures 9, 10 and 11 satisfies the |t has been shown that the proposed protocol (Protocol 2) is
Uniform Output Order property. robust against benign communication and process failures, by

. ) exploiting a fault tolerant Group Communication Protocol that
Proof: Assume that replica delivers requests; from ¢; andr; provides Virtual Synchrony.

from ¢;, r; first, in viewsv; andv; respectively{ < j). Also

assume that; receives a reply, say}, fromp forr;. If pis 5.2 Protocol 3: Replication transparent to the
correct, then it is easy to show that GCP Uniform Total Order clients

guarantees Output Order. We focus on the case whisriaulty

and at least; is not delivered by the correct replicas. In earlier work [15, 17], the authors have proposed a Replica-
(!_) 1< ) ) i tion protocol for the case where clients are not aware of replica-
(if) i = j andr; is delivered by the correct replicas. tion. The protocol is outlined in the following paragraphs (with

~ InDboth cases, it is easy to show that Uniform Output Ordgpme improvements) and its correctness is formally proven. We
is guaranteed by means of the Uniform total Order and the Viientify the cost of satisfying Uniformity without a replication
tual Synchronous behaviour of GCP (in the lines of the relevagiecific stub on the client. The structure of clients and servers

proof in the previous section). is depicted in Figure 12.
(i) « = j andr; is not delivered by any correct replica.
There are two sub-cases to consider: Server
(iii.1) c; is correct gnd retransmitg to ¢ (may be a new application
or the old representative @f). c; also retransmit; tog¢’, —N__________/ .
its new representative in the groug; (is correct by assump- Client | RPC i
. . . - ) h ! (server-end) ' 2
tion, otherwise uniformity is not required). The retransmitted fication ! —— !
r; carries its associated vecttastReq []. By assumption, _ ap } Replication 3 j§
r;lastReq [c;] > riid . @ 0 e | | | Protocol ¥
When the RP layer of some server delivers r; to é% (client-end) | ccp | | 8

RPC, thenr;.lastReq [] < lastReq ,[],° which implies

C

Q :

rjlastReq [ci] < lastReq ,[ci]. @ | cwwdionewk |
From (1) and (2), we have that on delivery:gffrom RP to
RPC in serves the following holds:r;.id < lastReq [c;]. Figure 12. Protocol 3—structure of clients and rep-

However,lastReq ,[c;] increases by steps of 1 and becomes lica servers.

equal tor;.id only whenr; is delivered to RPC. Thus, when

is delivered to RPC; has already been delivered to RPC.
During the Reconfiguration Phase, it is possible for a correct

replica to deliver from GCP either; or r;, originally multic-

ast inv; (the original requests, not the retransmissions). Th

According to this protocol, client requests are multicast to
the whole server group. A server is decided, on a per message
SE . . S

et)a3|s, to diffuse a synchronisation message through GCP for

5<: comparison operator among vectors. the coordinated delivery of the request. The protocol follows a

14



conservative output mechanism, in the sense that replies aremay have failed in the meanwhile) and, is discarded. Reli-
transmitted unless requests are stable in the group. Figureab® client—access communication is implemented by the RPC
illustrates the protocol operation, in the presence of communénid-points. Thus, in the latter cagenay be eventually retrans-
ation failures but without changes to the group membership (tinéted by the RPC end-point of the originator client.

‘deliver’ event in the diagram refers to request delivery from the Due to the unreliable nature of the communication network,

Replication Protocol layer to the RPC end-point). a server may “miss” a request for which it would be responsible
to send a synchronisation message in the group. Therefore, if a
5.2.1 Protocol description server's RP receives a request (for which it is not responsible)

and does not receive a corresponding synchronisation message
Binding. The client's RPC end-point binds to the service refefor a timeout period, then it re-multicasts (unreliable, network
ence. The type of the reference is transparent to the end-poirpulticast) the request to the group (Server::timeout():2-3). Du-
it can be either a uni- or a multi-cast reference. plicate requests are not detected by RP and they are handled
Request delivery. A requestr is sent to the service reference> normal requests—their delivery is synchronised in the group
’ ag{j they are passed to the RPC end-point, where duplicates are

which is, in this case, a multicast network address. Reun s . : s
. . _ - Nandled as described in section 3.1. A performance optimisa-
r is received by the Replication Protocol (RP) layer of rephcta

. . jon could be achieved, if RP detected duplicate requests. In
servers that share the service reference. According to a deteti1 - ) . )
s . , i zixt case, duplicates would be passed directly to RPC without
inistic function on the group membership set and the requgﬁ svnchronisation in the arou
id, the RP layer of a single serverin the group decides to Y sy group.

- . : . Since there are cases when client requests have to be re-
take the responsibility to synchronise the deliveryrdh the : .
3 PP . transmitted to the group, received request messages are buf-
group (Server::receive():3 in figure 14). In particulagener-

) o : fered in the RP layer. A requestis garbage-collected, when
ates a special synchronisation messagg which references .~ . :
. X " ) . : it is known thatr has beemeceivedby every server (RP) in the
the unique identity of-; m, is multicast to the group through

3 . . group. This information is determined according to the stabil-
the GCP layer (Server::receive():4-5). ity of the corresponding synchronisation message in GCP. Mes-

Ci : S S, S sagem, is stable in the group, if its delivery (from GCP to RP)
has been explicitly acknowledged by every member (see section
S \% rRp  3-3). The RP layer of a server acknowledges the delivery pf
my only after the correspondingis received and delivered locally
ﬂ\ GCP  (Server::deliver():12). RP periodically traverses the buffer of re-
Lelel o ceived/delivered client requests and garbage-collects the stable
. i {deliver = | requests (Server::timeout():4-5).
PR Reply transmission. The processing of a client request, in the
acklme) 1 ekcie) application layer of a server, results in the transmission of a
, B reply back to the client. RP filters the replies produced by
/r/ 1 the application through the RPC end-point, and only one rep-
lica actually transmits the reply for a specific request. This

. . replica is again decided in a distributed manner in the group
Figure 13. Protocol 3—message diagram (no group  4ng it is not necessarily the same as the replica which trans-
reconfiguration). mitted the synchronisation messages for the corresponding re-

qguest. The decision is made on the delivery of the request
(Server::deliver():10).

The delivery ofm, from GCP to RP in a server (includ- In order to cope with group reconfiguration (see correctness
ing s itself) indicates the logical time at whichmust be de- a&rguments), a conservative policy is adopted for the transmis-
livered to the application, through the RPC end-point. If tpdon of replies to the clients. In particular, the Replication Pro-
RP layer of some serve has already received on deliv- tocol implements the following output policy:
ery ofmy, thenr is immediately passed to the RPC end-poiR{yte otput: Replica serves, which decides to transmit the
(Server::dellv_er()_:ll)_. Otherwise, RP det(_acts the eX|sten_ce of reply ' for request, does not transmit’ until » has been
rgquestr, which is either lost or delayed in the communica- received by every correct replica in the group.
tion network. In that case, the RP ef requests: from the
group (Server::deliver():1-8). At least one replica, sekydras Safe Output is implemented using information about stability of
receivedr, since a relevant synchronisation message has bsgnchronisation messages in GCP. That is, the reply to request
multicast to the group. If no response is received after a numberan be transmitted to the client as soon as the correspond-
of attempts, the request is assumed lost by all correct repicagyg synchronisation message, has become stable in GCP
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(Server::send():2-4). o _Server Replication Protocol — server:
The potential blocking of the reply transmission is the priggjtaiy-

to be paid for the lack of a replication related stub on the cli- reply-flag = 0 //s; responsible for reply to last request
ent. The performance implications of the Safe Output poligyocedure Server::receive): // from comm. network
are discussed in section 6. 1 if m.type = “client requestthen

- : ) ; buffer m in receivedRequests;
Group reconfiguration. In case of group reconfiguration, the . i ; ’
P 9 group 9 if DECISION(view,m.id) = s; then

Virtual Synchronous behaviour of GCP guarantees that correct T o ) e
. . . . myg = { type := “client request”, ref :zn.id };
replica servers deliver the same set of client requests in egch G-mcastfn, );
. .. . . gl
view. !t is |mportant to notice, that, in th(_a presence of group e ifm. type = “retransmission requestien
be delivered from GCP for the same client request. For ex- transmit(serv-refm,.); // unreliable multicast
ample, lets be a server, which receives requesind multicasts end; // procedure receive(m)
a correspondingn, to the group, in view;. Another server
s' receivesr in another viewv; . (k > 1), while m, has not procedure Server::send{: // from RPC (send reply m)
been delivered from GCP yet (this is possible, since requestslar- if relﬁ?'y—ﬂfigtheﬂ _
rive asynchronously to internal group activity). Servetakes if - last delivered requesind
responsibility for the synchronisation efin the new view and _mg.idwithm m_ref:elvedRequesthen
multicasts another synchronisation messagein v;;. The wait for G-stablefn, .id);
. ) . transmit(n); // reply to client
delivery of messages, andm/ from GCP may resultin mul- __
. S g . end; // procedure send(m)
tiple deliveries ofr to RPC. However, duplicate requests are
handled in RPC and they are not a concern of the design of fa&:edure Server::delivery,): // from GCP

Replication Protocol. 1 if Am € receivedRequestsm.id = m,.refthen

On installation of a new view, each replica’s RP layer my» = {type := “retransm. request’, ref m,.ref};
traverses the unstable buffered requests and re-evaluates re-  do transmit(serv-refn,,); // unreliable multicast
sponsibility for each of them, in the new membership set until m : m.id = my.ref received otimeout
(Server:install-view():2-5). If responsibility is decided fob if timeoutthen
a buffered request, a synchronisation message is multicast discardmyg;
through GCP for, following the usual synchronisation proced- return;

elsebuffer m in receivedRequests;
storem,.id with m in receivedRequests;
reply-flag := (DECISION(viewn.id) = s;);

ure. This part of the algorithm is not required for the correctness
of the protocol; it is a performance optimisation for earlier dei—o
livery of_ buffered requests_. _ deliver(n); // to RPC
The interested reader is referred to [17] for a more detailed G-ackn.id); // ack. delivery of synch. message for stability
description of the protocol, augmented with a replication magsg;: // procedure deliver(m)
agement mechanism.
procedure Server::install-view); // from GCP

5.2.2 Correctness arguments 1 view:=v;

] o . ) for all m € receivedRequestsithoutassociatedn,,.id do
Theorem 5.7 The protocol of figure 14 satisfies Delivery Valid- if DECISION(view,m.id) then
ity and Uniform Delivery Integrity. mg = { type := “client request”, ref :zn.id };

G-mcastfny);

L . . 5
Speaking informally, the properties of the RPC end-points (1€ // procedure install-view(v)

transmission of requests, if no reply is received and retransmis-

sion of replies on receipt of duplicate requests) together wifbcedure Server::timeout():called periodically
GCP Validity and Uniform Integrity can be easily used to Show for all m € receivedRequestio

these two properties for the proposed design. if m not deliveredand buffered longer thaf},, ; then
Also, GCP Agreement and Uniform Total Order are directly transmit(serv-refyn); // unreliable multicast
exploited to guarantee Agreement and Uniform Order for re- else ifm has associatedh,.id and G-stablefn, .id) then
quest delivery. The interested reader is referred to [14] for de- removem from receivedRequests;
tailed proofs. end; // procedure timeout()
Theorem 5.8 The protocol of figure 14 satisfies Delivery
Agreement and Uniform Delivery Order. Figure 14. Protocol 3: Server Replication Protocol—
. pseudocode.
We focus, here, on the correctness of the protocol regardmgP

Uniform Output, especially in the presence of process failures.
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It will become clear from the following arguments, that the Safe ¢ The Client—Access protocol implements the actual access
Output policy caters for straight-forward solutions to the prob- method of the clients to the service. It also handles reply
lem of Uniform Output. transmission by applying theutput Policy[17] of the ser-
vice. The Output Policy determines how many replies are
Theorem 5.9 The protocol of figure 14 satisfies Uniform Out-  transmitted for a request and which server(s) transmit those

put Agreement. replies.

Proof: Let replicap, which transmits a reply’ to request- ~ ® The Replication protocol synchronises request delivery
(Server::send():4), in view,. This can only happen, if syn- ~ among the replica servers by applying gnchronisa-
chronisation message,., which corresponds to (the delivery tion Policy of the service [8]. The Synchronisation Policy
of m, from GCP triggers the delivery of from RP to RPC), determines how closely the states of the replica servers
is stable in GCP (Server:send():2). That is, all correct rep- are synchronised. Active replication, and passive replic-
licas inv; have acknowledged the delivery of, from GCP. ation (primary—cohorts) are examples of synchronisation

RP acknowledges the delivery of a synchronisation message Policies.
only after the referenced request has been delivered to RPC

(Server::deliver():12). Thus, stability af,,. implies thatr has The concerns of the CIient_—Ac_cess protocol are largely or-
been delivered by all correct replicasin Therefore, a correct 1090nal to those of the Replication protocol. In general, the

replicaq deliversr even if p fails after the transmission of ~access method employed by the clients is independent of the
(p & vis1). g synchronisation policy applied within the server group. For ex-

ample, the access method of Protocol 3 can be combined with
Theorem 5.10 The protocol of figure 14 satisfies Uniform Out&ny Synchronisation policy in the group. If a pure active rep-
put Order. lication policy is applied (as in section 5.2), then the onus of

generating and multicasting synchronisation messages is evenly
Proof: Let replicap, which delivers requests, andr;, r, first, distributed among all the servers in the group. With a passive
and transmits a reply, to r,, in view v;. The order of delivery "eplication policy, a specific server in the group (the primary)
of the requests ip implies the order of delivery of the cor-t2kes always the onus for synchronisation. In the latter case,
responding synchronisation messages. In particular,ifind {€chniques such as message batching and background diffusion
my are the synchronisation messagesfpandr; respectively, aré typically employed to update the state of the cohorts with
thenm,, is delivered beforen, from GCP to RP, in replica. ~ Some delay. _ _

Sincep transmits reply,, it is implied thatm;, is stable in In a similar fashion, the Client-Access method of Protocol

the group (Server::send():3). Thus; has been delivered from?2 Is independent of the synchronisation policy applied in the
GCP to RP, in all correct replicas. (1)9roup, with the only difference being that the binding policy

From the Uniform Total Order property of GCP, we are guaf?ust be compatible with the synchronisation policy. If pass-
anteed that no replica RP delivers, from GCP unless it has ive replication is applied, then all the clients must bind to the

already deliveredn,, even ifp fails and a new views;; is primary server. If pure active replication is applied (as in sec-
installed. ) tion 5.1), then a client may be bound to any server in the replica

From (1) and (2), whemp transmitsr, all correct replicas 9"OUP-:
have delivered bothn, andm,, m, first, and have acknow-

ledged bothn, andm,;. The latter means that the correspond SynChrO.n'sat'on Clieni=Access Proiocol

) . Policy Protocol 1 | Protocol 2 | Protocol 3

ing requests-, andr, have been both delivered from RP to o v v 5

RPC,r, first, in all correct replicas. a ctive es _es es
(with binding)

In conclusion, Protocol 3 satisfies all the requirements of the Passive No Yes Yes

State Machine approach and it is robust against benign commu- (with binding)

nication and process failures. Combinations No Yes Yes
(with binding)

5.3. Client—Access vs. Replication Protocol Table 2. Client—Access protocols vs. Synchronisation

. L ) policies.
In the last two sections, Replication and Client—Access pro-

tocols have been presented together as an integral module in

the server communication substrate. This served to keep the de-

scription simple by avoiding details of communication substrate In the case of Protocol 1, the Client—Access mechanism is
sub-layering. However, the two protocols have different rolesa@tosely integrated with an active Replication protocol. The lat-

the replication layer of a server, as discussed in section 3.2. ter is imposed by the properties of the Group Communication
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Protocol, which is directly used for the diffusion of requests « ioptyes +— % soptytes —
2 Kbytes -= 2 Kbytes -

and replies in the group. Although theoretically separate from = 50
the synchronisation policy, the Client-Access protocols of the <« e
“closed” model imply active replication. Table 2 summarises
the possible combinations of Client—Access protocols and syn-
chronisation policies in the replicated server group.

Latency (ms)

3 3
# servers # servers

6. Protocol implementation and evaluation Protocol 2 Protocol 3

6.1. Implementation in Regis Figure 15. Latency results for the “open” group
model.

The protocols presented in this paper have been implemen-
ted and evaluated in tHeegisdistributed platform. Regis [20]
is a programming environment aimed at supporting the devel-
opment and execution of parallel and distributed programs. Ii  the time for client—service—client interaction: the total time
embodies a constructive approach to the development of pro- to transmit the request from the client to the service and
grams based on separating program structure from computation the reply from the service to the client (e.g. an average of
and communication. 2.5msfor requests/replies of 100 bytes);

The latest version of the system [24] incorporates a flexible
communication subsystem, which facilitates the use of differ2. the time for internal server synchronisation: to deliver the
ent protocols according to the needs of the application (style request or the synchronisation message through GCP, in
of interaction, QoS requirements) and the system model (trans- the case of Protocols 2 and 3 respectively.
port layer). The system offers a range of built-in primitives, but
also provides programmers with a framework in which to de-

4 clients \ 4 clients ——
800 | 8 clients e
\ 16 clients -

velop their own models of interaction. Communication proto- ' 2 clents ~— 2 clents ~—

800 |\ 8 clients -

cols are implemented in the form of protocol stacks composex \ 16 lenis -+
of light-weight micro-protocol modules. The latter characters &

istic of the system has facilitated experimentation with different :
implementations of the various protocol modules proposed ih
this paper as well as reusability of existing non-replicated prim-

Throughput (requests/s)

itives (RPC end-points). ! P s " ° #semvers
Protocol 2 Protocol 3
6.2. Performance results (a) Requests/replies: 100 bytes
In the following paragraphs, we study the performance of the *** P— e 2cfoms —
current implementation of Protocols 1-3, in Regis. The expeg 16 diens 800 18 dients -

equest

iments have been contacted on a networksofi SPARC IPX ¢
workstations interconnected by a loaded Ethernet consisting of ,,,i
multiple segments. The OS kernel has been augmented to sgp- -
port Deering’s IP extensions for multicast [10], which are dir- :
ectly mapped on Ethernet's hardware multicast. IP multicast °: 2 s z s N

600

Throughput (requests/s)

has been used for an efficient implementation of GCP [14] and, Protocol 2 Protocol 3
in the case of Protocol 3, for the transmission of client requests. (b) Requests/replies: 1 Kbyte
Figure 15 presents the response latency for the two protocols
of the “open” model. Figure 16. Throughput results for the “open” group

Response latency:the time elapsed, in a client, between in- Model.
voking a request to the service and receiving back a reply.

For these measurements, the number of clients is double that

of the servers; requests and replies are of the same size. Th€he results indicate that Protocol 2 provides, in general, bet-
times reported here are average times calculated for static seteeresponse times than Protocol 3 justifying earlier comments:
groups. Thatis, no group reconfiguration (including server faito reply blocking is required in Protocol 2 to guarantee Uni-
ures) is taking place. No delay is introduced by the applicatiformity. However, the difference becomes smaller for large
layer of the servers. The latency time consists of two parts: messages (even reversed for large groups). The reason is that
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250 1000

Protocol 3 uses small internal synchronisation messages, which oppyes ~] 10ppyes
are independent from the request size. Thus, the size of the *® "
request/reply messages affects only part 1 of the latency timg,
which is, in general, a small fraction of the total latency. Onthe .,
other hand, Protocol 2 multicasts the actual request messages _,
through GCP. Thus, part 2 of the latency time is proportional
to the size of the request message. Since the time required for 6 20, e emperi @ 509 S0 20, oo empersl 2 509
internal group synchronisation is the main part of the latency (a) Latency (b) Throughput
time, Protocol 2 does not scale well for large request messages
and large server groups. Moreover, the results for Protocol 2Figure 17. Performance results for the “closed” group
have been obtained for an even distribution of clients to serversmodel.
creating a favourable environment for this protocol.

Figure 16 depicts throughput results for messages of 100
bytes and 1 Kbyte.

Throughput (requests/s)

Ras notbeen addressed adequately in the literature, especially in
the case of large, open distributed systems. However, it is funda-
mental for the provision of highly available distributed services.
Due to the synchronous style of communication of the clients,

the throughputis inversely proportional to the latency times, arrd1. Related work

Protocols 2 and 3 exhibit similar comparative performance as

discussed above. Both protocols provide better throughput forpmanetho[11] is a research system which has addressed the
larger sets of clients (more clients invoking concurrent reque%mem of interaction between a group of replicated servers
and smaller server groups. They scale well for large setsgpfd other entities in the system. Output delay is avoided during
clients. The best results are recorded for the trivial case of oR@rmal operation, by piggy-backing group output with inform-
server group, where no internal synchronisation is required.dffjon about the service history. This information is diffused in
the latter case, the throughput for messages of 1 Kbyte doestAgtsystem according to the causal dependencies of messages.
exhibit a peak similar to that for 100 byte messages. Thisjsthe event of primary’s failure (a primary—cohorts replication
due to the available Ethernet bandwidth. Indeed, a throughgiidel is followed), the whole system is contacted by the sur-
of 450 requests/second implies 900 messages/second (reqyfgfyy servers, to reconstruct any lost part of the service state
and replies), or 900 Kbytes/second on the network, a value clg$@ way consistent with the rest of the system. This method
to the 1007 Kbytes/second maximum Ethernet bandwidth. 3150 works for pro-active service provision, or in the presence
Figure 17 depicts the latency and throughput results meggother internally synchronised, non-deterministic events in the
ured for Protocol 1. The results are plotted against the numesup. The obvious disadvantage of the method is that the ef-
of servers in the group. The total size of the group, includifgcts of replication are exposed to the entire system. In our
clients and servers, is shown in parentheses. Note that the ngptocols, replication concerns are kept local: just in the server
ber of clients is always double that of servers, as it was also gﬁgup in Protocol 3, and among servers and service clients in
case in figure 15. The performance of Protocol 1 is clearly popigtocol 2.
despite the fact we have used the optimised version where the\n earlier attempt to propose a Client-Access protocol that
reply is uni-cast to the client. The large size of the group is fg-independent from the actual Replication mechanism has been
flected on higher delivery times for requests. The results wothde in the GRIP protocol [25]. GRIP has focused on the spe-
be even worse, if we considered frequent membership chang@g case of the “open” model, where clients accommodate rep-
in an environment of dynamic, short-lived clients. The bad pejcation related stubs. However, the functionality of the Client—
formance of the “closed” group model has not been surprisingscess protocol is not clearly separated from that of the Replic-
given that it results in the formation of large process grouRgion protocol, especially in the case where “at-most-once” ex-
However, this is the first time—to the best knowledge of th&ution guarantees are required. Moreover, GRIP does not ad-
authors—that such a comparative evaluation is performed, diYess explicitly the problems of system consistency in the case
ing a precise estimation of the performance difference betWQﬂr}econfiguration of the server group; no Uniformity guaran-
the two models. tees are provided.

Throughput: the total number of requests processed p
second by the server group.

7. Final remarks 7.2. Conclusions

The paper addresses the problem of client—service interacThe paper has introduced an extension of the State Ma-
tion in the case of replicated service provision. This problechine approach. The requirements for uniform service output
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have been particularly stressed, since they have not been stgiees a practical estimation of the performance overhead of the
clearly in the existing literature. “closed” model.

The design methodology developed to address the problenmThe paper has demonstrated that open group client-access
of replicated service provision is based on the orthogonal nat@retocols are clearly desirable in an environment which sup-
of the Replication and the Client—Access protocol. The formeerts large, dynamically changing client sets, and where clients
protocol implements the binding and the output policy of tHeteract with the service through synchronous communication
service, while the latter implements the synchronisation polipyimitives like RPC. Open group protocols would seem as the
applied in the server group. In this context, the paper introduc#sy hope of providing highly available services in the context
a novel architecture that keeps replication concerns local to ffghe Internet. The closed group approach, supported by sys-
communication substrate. Replication is transparent to the &gms such as ISIS, Horus and Transis, is more appropriate for
plication algorithm of both clients and servers. applications where it is important that servers maintain a con-

This architecture has provided the framework for designigéstent view of the client set. Such applications occur in trading
three protocols for two basic system models. The correctnes§yttems for banks.
the protocols is formally argued against the requirements of the
State Machine approach. Protocol 1 resembles the main chafscknowledgements

teristics of the “closed” group model, which has been proposed
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